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10 OPraHU3alHHu | NpoBeAeHHI0 paboT no obecneyeHHI0 6€30NACHOCTH
NepCcoOHAJbHBIX JaAHHBIX NPH HX 00paboTke B HHPOPMALHOHHBIX CHCTEMAX
nepconaabHbIX AaHHbIX 000 «YK Baxurosckoro paiionay

Hacrosmee Ilonoxenue paspaboraHo B coorBeTcTBUM ¢ DejepanbHbIM
3akoHom ot 27 wuwons 2006 roma Ne 152-®3 «O nepcoHalbHBIX JAaHHBIXY,
HopmaTuBHbIMH JokymMeHTaMH PCTOK u ®CH Poccuu ¢ nensio obecriedeHus
3alUThl NpaB U CBOOOJ rpaxjaaH npu obpaboTke UX MEpCOHAIbHBIX JAaHHBIX B
MH(OPMALIMOHHBIX CHCTEMAX MEePCOHAIBHbBIX JaHHbIX.

JIns ueneit Hacrosiero [TonoxkeHus: MPUMEHSIOTCS ClIE1YIOLIHE TEPMHHBI H
ornpeeneHus:

IMepconanbubie aanubie — mobas WHbOpMaLUs, OTHOCALIAACS K MPIMO
MM KOCBEHHO OIpe/eJIeHHOMY WIIH OIpeJesseMoMy (U3HYEeCKOMY JIHILY
(cyOBeKTy nepcoHalIbHbIX JIaHHBIX).

Oneparop Ilepconanbubix aanubix — OO0 «YK Baxurosckoro paioHa»
(nanee OO0 «YK BaxuToBCKOro paioHa») — TrocyJapCTBEHHbIH Opras,
MYHHMLIMIIAIBHBIA OpraH, IOpUaUYeckoe WM (PU3UYECKOe JIHIIO0, CaMOCTOSTENbHO
MJIM COBMECTHO C APYTHMH JIMLAMH OpraHM3yloll¥e U (/M) OCYIUECTBIISIONIHE
06paGoTKy NepcoHaNbHBIX AaHHBIX, @ TaKkKe ONpeesiolne Leau obpaboTKu
MepCoHabHBIX JaHHBIX, COCTAB EPCOHANBHBIX JaHHBIX, MOeKaIIMX obpaboTke,
JIEHCTBUS (onepalmm), coBeplaeMbie ¢ NepCoOHaIbHbBIMH JaHHBIMH.

UndopmauHoHHasi CHCTEMAa TNEPCOHANbHBIX JAHHBIX - COBOKYITHOCTH
coziepkalMxca B 6a3ax AaHHBIX MEPCOHATBHBIX JAHHBIX M ODECIeYHBaIOUIMX WX
00paboTKy HHPOPMAIMOHHBIX T‘CXHOJ]OFPIﬁ M TEXHHYECKUX CPEJICTB.

Texnuueckue cpeacTBa HHPOPMANHOHHOH CHCTEMbI MEPCOHAIBLHBIX
JAHHBIX —  CPEJCTBA  BBIYMCIMTENBHOH  TEXHHKH,  MH(OPMALHOHHO-
BBIYMCIIMTEIbHbIE KOMIJIEKCHI M CETH, CPEJCTBa U CHUCTEMbI Nepejay, npruema u
00pabOTKM MEPCOHANbHBIX JaHHBIX (CPeICTBA M CHUCTEMbl 3ByKO3aIUCH,
3BYKOBOCIIPOH3BE/IEHHUS, [IEPErOBOPHbIC U TEICBU3HOHHBIC yCTpOMCTBA, CPe/ICTBA
M3rOTOBIEHHS, TUPAKHPOBAHUA IOKYMEHTOB M Jpyrue TEXHMYECKHE Cpe/CTBa
06paboTKK peueBoid, rpadUyYecKoii, BUALO- U 6yKkBeHHO-LIM(PPOBOH HHPOPMALIHH),



MpOrpaMMHBI€ CPe/CTBA (ONepallMOHHbIE CUCTEMBI, CHCTEMBI yrpaBjieHus Ga3zaMu
JaHHBIX M T.OL), CpeACTBa 3allUThl MH(OPMALIMM, [pPUMEHSEMble B
MH(OPMAIIMOHHBIX CHCTEMAX.

ITosb3oBaTesib HHPOPMALHOHHON CHCTEMBbI NEPCOHANBHBIX JAHHBIX —
JMLO, y4acTBylollee B (YHKIMOHHUPOBAHWM HMH(OPMALMOHHONW CHCTEMBI
MEepPCOHANIbHBIX JAHHBIX WITH UCTIOJIB3YIOLIEee Pe3ysIbTaThl ee (hyHKLMOHUPOBAHHS.

IIpaBuna pasrpannyeHHsi A0CcTyna K HHGOPMALHOHHBIM CHCTEMaM
MEePCOHANBHBIX JaHHBIX — COBOKYITHOCTH [PaBWJI, PErjaMeHTHPYIOLIMX MpaBa
Aoctyna cyOBeKTOB 0CTyNa K 00beKTaM J0CTyna.

O6paGoTka nepcoHaNbHBIX AaHHBLIX — T060e eicTBUe (onepaius) UK
COBOKYITHOCTb JICHCTBHM (Onepanmii), CoBeplIaeMbIX ¢ HCIIOIb30BAHMEM CPEJICTB
aBTOMAaTH3alMKH WM 0€3 HMCIONB30BaHUS TaKMX CPEACTB C IEPCOHATLHBIMH
JAQHHBIMM, BKJIIOYas cOOp, 3alMCh, CHCTEMATH3alMIO, HAKOIJIEHHE, XpaHEHWe,
yrouHeHne (OOHOBJIEHHE, M3MEHEHHE), W3BIEYEHHE, MCIIOJIb30BaHUE, Mepeayuy
(pacmpocTpaHeHue, NpefoCTaBlIeHHe, JOCTYI), 0Ge3nMuuBaHMe, GIOKHPOBaHMeE,
yAalleHue, YHUYTOKEHHUE NIePCOHANIbHBIX JaHHBIX.

PacnpocTpanenne nepcoHaIbHBIX JaHHBIX — JI€HCTBUS, HAMTPABIEHHBIE HA
pacKpbITHE IMEPCOHANIbHBIX JaHHBIX HEONpeIeeHHOMY KpyTy JIHIL.

IIpenocraBiienHe nepcoHaIbHBIX JAHHBIX - JEHCTBUS, HANPABJIEHHbIE HA
PacKpbITHE TMEPCOHAIBHBIX JAHHBIX ONpPE/EJIeHHOMY JIMILY WU ONpeieseHHOMY
KpYry JIMLL.

biokHpoBaHHe nNePCOHANBHBLIX [AAHHBIX — BPEMEHHOE MpEKpalleHue
00pabOTKH MepcoHalbHBIX JaHHBIX (32 MCKIIOYEHHEM CiIydaes, eciu obpaboTka
HeoOXoaMMa /ISl yTOUHeHHs NIepCOHAIBHBIX JAaHHbIX ).

YHHYTOXKEHHE TMNepPCOHAJNbHBIX [AaHHBIX — JIEHCTBHS, B pe3yjbTare
KOTOPBIX CTAHOBHTCS HEBO3MOYXHBIM BOCCTAHOBHMTH COJEp)KaHHE MEPCOHATbHBIX
JaHHBIX B HH(MOPMALlMOHHOW CHCTeMe [MEePCOHAIBHBIX JaHHBIX W (MJIH) B
pe3yibTare KOTOPBIX YHHMYTOXKAIOTCS MaTepuUabHble HOCHTENIH I€PCOHAJIBbHBIX
JAHHBIX.

O0Ge31HuHBaHHE NEPCOHA/ILHBIX [JAHHBIX — JEHCTBUS, B pe3ylbTare
KOTOPBIX CTAaHOBHUTCS HEBO3MOXKHBIM 0€3 HCIIOJNIb30BaHHUS JIONOJIHUTENbHOM
HH(OOPMALIMKU ONPEETUTh PUHAIEKHOCTD NIEPCOHAIBHBIX JaHHBIX KOHKPETHOMY
CcyOBEKTY NepCcoHalIbHbIX JAaHHBIX.

KondunaeHunaabHoCTh NMepCcOHANBHBIX JaHHbIX — OnepaTopbl H HHbIE
JMIIA, MOJYYMBIIHE JOCTYI K MEPCOHAIBHBIM JaHHBIM, 00s3aHbl HE PACKPbIBATh
TPETBUM JIMLIAM M HEe pachpoCTpaHATh NepcoHalbHble JaHHble 0e3 corinacus
cyOBeKTa MepcoHalbHBIX JaHHBIX, €CJIM MHOE He NPEeyCMOTPEHO (eepaibHbIM
3aKOHOM.

Tpaucrpanu4Hasi nepeaaya MNepPCOHAJNBHBLIX JaHHBIX - [iepejaya
NePCOHAIBHBIX JIaHHBIX HA TEPPHTOPHUIO HHOCTPAHHOIO roCylapcTBa OpraHy
BJIACTH MHOCTPAHHOrO TIOCYAapCTBa, WHOCTPAHHOMY (HU3HYECKOMY JIMLLY HIIH
HHOCTPaAHHOMY IOPHIMYECKOMY JIMLLY.

HecanKUHOHHPOBAHHBIH 10CTYN (HECAHKUHOHMPOBAHHbIE 1EHCTBHS) K
HHGOPMANHOHHBLIM  CHCTEMaM  NEPCOHAJILHBIX JaHHBIX — JIOCTyNl K



uHpopMalMd WM JeHCTBUS ¢ MH(OpMauuWel, Hapyllaloliue IpaBuiia
pasrpaHUYeHMsi JOCTyNa, B TOM YHMCIE C HCIOJIb30BaHHEM IUTATHBIX CPEICTB,
MpeAoCTaB/IgeMbIX HHPOPMALMOHHBIMA CUCTEMaMH N1€PCOHAIBHBIX JTaHHbIX.

3amuTa HHPOPMAUMH — KOMIUIEKC OpraHM3alMOHHO-TEXHHUYECKUX
MEpONpHUATHI, HAMpaBleHHBIX Ha MPEeJOTBPAllleHHe I[IOTEPH, HCKaXEeHUs u
HECAHKIIHOHMPOBAHHOTO JIOCTYTA K JaHHBIM, TIPX 3TOM NpeayCMaTpHBaeTCs:

— pasrpaHHYeHHue MOJHOMOYHUH 0CTyNa K JaHHbIM,;

— @aBTOpH3allus, KOHTPOJb M y4eT JeHCTBHH C JaHHBIMH (perucrpaius

COOBITHI);

— KOHTPOJIb KOITMPOBaHHs, NeyaTH, 0OMeHa JJaHHBIMH [10 KaHAJIaM CBSA3H;

— MeXCeTeBOe IKpaHHPOBAHUE U 3alllUTa OT BUPYCOB;

— y4eT BHELIHHUX HOCHTeJIeH JaHHBIX;

— pe3epBHOE KOMUPOBaHUE / BOCCTAHOBIIEHHE JaHHBIX;

— paszienbHOe XpaHeHHe HOCHTEIEH JaHHbIX C Pe3ePBHBIMHU KOIHUAMH,;

— KOHTPOJIb JOCTYIA B TOMELLEHHS U K KOMITBIOTEPaM;

— NpUMEHEHHe YCTPOMCTB HICHTH(UKALIMK 110JIb30BaTeNIeH JUlsl 10CTyNa,

1 O6mme noJ10KeHHus

Hactosiumum  TlososkeHneM ornpeaensercs CTPYKTypa W COCTaBlsAOIIHE
GezonacHocTH WH(GOPMALIUK B HHPOPMALIMOHHOH CHCTEME [ePCOHABHBIX AaHHbIX
pabotaukos 1 ¢pusnyecknx aui OO0 «YK BaxuToBCKOro paioHay.

O6ecrnieuenre Oe30macHOCTH nepcoHanbHbiX AaHHbIX ([1[IH) npu  MX
o6paboTke B ABTOMATH3UPOBAHHBIX CHCTeMaX (MH(OPMALMOHHBIX CHCTEMAX
nepconanbubix gaunbix — MCII[IH) pocruraercs nyTeM — HCKIIOHYCHHS
HeCaHKIMOHMPOBAHHOTO, B TOM 4YMCIIE CIIy4aHHOro, AOCTYyNa K MepCOHAIbHBIM
JIaHHBIM, pPEe3yJbTaTOM KOTOPOTO MOKET CTaTh YHHYTOXKEHHE, W3MEHEHME,
G10KMpOBaHKe, KOMTUPOBAHHE, PACIPOCTPAHEHHE NePCOHAIBHBIX JaHHbIX, a TAKKe
MHbIE HECAHKIIMOHUPOBAHHBIE JIEHCTBHS.

Meponpustus no obecriedenuto Gesonactoctd I1/1n dopmynupyloTcs B
sagucumocty ot kiacca MCIT/IH ¢ ydyeTroM BO3MOXHOTO BO3HHKHOBEHMs yIpo3
6e30MacHOCTH  KM3HEHHO B@KHBIM  HMHTEpecaM JIMYHOCTH, oOliecTBa H
rocyaapcTaa.

MeponpusaTis 1o obecreyeHnio 6e30MacHOCTH [1JIn ¢popmynupyroTcsi B
sapucumoctu ot kinacca MCIT/IH ¢ yuyeToM BO3MOXHOrO BO3HMKHOBCHHMS yIpo3
5e30MacHOCTH JKM3HEHHO B@XKHBIM HMHTEpecaM JIMUYHOCTH, obulectsa M
rocy/1apcTBa. ‘

OBecrieuenye OezonmacHoctd [1JIH OCylIECTBIAETCA MyTEM BBINOIHEHUA
TpeGopanuii 10 obecneueHuio 0e30MacHOCTH MEPCOHATBHEIX JAHHBIX TPH HMX
obpaboTke B WH(OPMALMOHHBIX CHCTEMAX MEPCOHANBHLIX nanHeix OO0 «YK
Baxutosckoro paiiona» (IIpunoxenue No 1).

CtpyKTypa, COCTaB H OCHOBHBIE dyukuun C3I1/IH onpenensroTes HCXOAA H3
xnacca MCTT/In. C3I1/ls BkmoyaeT OpraHW3alWOHHBIC MEphI H TEXHUYECKHE
cpeicTBa  3alMThl  HH(QOPMALHKH (8 ToM  uyucie — M(ppoBajbHbIE



(kpunTorpaduyeckue) CpeJIcTBa, CpeacTBa NpeaoTBpalleHUs!
HECAaHKLMOHMPOBAHHOIO  JIOCTyNa, YTeYKH HHGPOPMAUMK MO0 TEXHUYECKHM
KaHajlaM, [pOrpaMMHO-TEXHUYECKUX BO3JIEHCTBUH Ha TeXHHYECKHe CpeJIcTBa
obpaborku [II/IH), a Takke wucnons3yemMble B HHPOPMALMOHHON cHUcTEMe
MH(GOPMAIIMOHHBIE TEXHOJIOTHH.

ITox opranuzauueit obecneyenus 6e3onacHoctu 111 npu ux obpaborke B
UCII/ln nonumaercsi opMHpOBaHHE COBOKYITHOCTH OCYIIECTBIS€MBIX Ha BCeX
craausax xku3HeHHoro uukiaa UCII/IH cormacoBaHHbIX MO 1e/M, 3a/1a4aM, MeCTy U
BPEMEHM MEpOINpHUATHI, HANPaBJIEHHBIX HA MpejoTBpallleHre (HERTpaIu3aluio) u
napupoBanue yrpo3 Oesomacuoctu I[IJIln B MCII[AH; Ha BOCCcTaHOBIIEHKE
HopMaipHoro ¢gyukunonupoBanus MCII[IH nocne He#dTpanuzaumu yrpossl, ¢
LIeJIbI0 MUHUMH3ALMK KaK HENMOCPeJCTBEHHOr0, TaKk U ONOCPEAOBaHHOro yiepba
OT BO3MOYKHOW peanu3allii TaKux yrpos.

Meponpusitis o obecrieueHno 6€30MacHOCTH NMepCOHaIbHBIX JaHHBIX MPU
ux obpabotke B UCI1/IH BkItoyaioT B cedsi:

a) onpejeseHde yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JAHHBIX TIPH  HX
obpaborke, popMHUpOBaHHE HA UX OCHOBE MOJIEITH YIpO3;

6) pazpaboTKy Ha OCHOBe MoOJenu yrpo3 cucremsl 3awiutel [1/1H,
obecrieunBaole HEHTpaJM3alLMIO TpeArnojaraeMblX yrpo3 ¢ HCIOJIb30BaHUEM
METOJIOB M cnoco0oB 3amuTel [1/IH, nmpeaycMOTpeHHBIX Ui COOTBETCTBYIOLIETO
Kiacca HH(pOPMALIMOHHBIX CUCTEM;

B) MPOBEPKY I'OTOBHOCTH CPEJCTB 3alIMThl HH(GOPMALIMH K HUCMOJIb30BAHUIO
C COCTaBJIEHUEM 3aKJIIOUEHHUIH O BO3MOXKHOCTH MX 3KCILTyaTallkH,

r) YCTAHOBKY M BBOJ B OKCIUIyaTallMi0 pa3spellieHHbIX JIMLEH3MOHHbBIX
CpPEJCTB 3allUThl MH(OpPMAIMK B COOTBETCTBHH C OKCIUTyaTAlHOHHOW H
TEXHHUYECKOM JIOKYMEHTALIUEH;

1) obyueHHe ML, MCIOJIB3YIOIMX CpeACTBA 3allMThl  WH(POPMALMH,
npuMeHsieMble B HH(POPMAIIHOHHBIX CHCTEMAaXx, MpaBuiaM paboThl ¢ HUMH;

€) ydeT MpUMEHSEMBIX CPEeJICTB 3allUThl MH(POPMALMH, IKCILUTYaTaALHOHHOM
¥ TEXHHYECKOM JJIOKYMEHTALIU! K HUM, HOCUTENIEH NepCOHaIbHbIX IaHHbIX;

%) ydeT Jull, AonyiieHHsIX K pabore ¢ [T/ B HH(pOpMaLIHOHHOH CHUCTEME;

3) KOHTPOJIb HaJl COOIIOJIEHHEM YCIIOBUI MCMOJIB30BaHUS CPEJICTB 3ALLHTDI
undOpMallMK,  TNpPEJyCMOTPEHHBIX  OKCIUTyaTalMOHHOH M TeXHMYECKOH
AOKYMEHTalMeH,

#) pa3bMpaTebCTBO M COCTABICHUE 3aKII0YEHHH MO (aKTam HecoOIoIeHUs
YCa0BHil XpaHEHHsi HOCHTelNell NMepCOHabHBIX JaHHBIX, UCMONB30BaHUA CPE/ICTB
samTel  MH(pOpMAUMM,  KOTOpble ~ MOIYT  MpPHBECTH K HapyLIEHUIO
sonduaenuuanbiocty [1J[H WM JpyrdM  HapyLIEHHsSM, MPHBOJALIM K
commennio yposHs 3awmiienHoctd I1/lH, paspaboTky W NpHHATHE Mep MO
NPEA0TBPALIEHHIO BO3MOKHBIX OMACHbIX T1OC/Ie/ICTBHI MOA00HBIX HAPYILIEHHH;

) ONMMCaHKe CHCTEMbI 3allIMThI NePCOHAIBHBIX AaHHBIX.

TexHW4YecKHe M [pPOrpaMMHBIE CpPEJICTBA  JOJKHBI  yJOBJIETBOPATH
yCTaHABAMBAEMBIM B  COOTBETCTBMM C  3aKOHONATENLCTBOM Poccuiickon
@eaepaunu TpebOBaHUAM, 00ECTICYHBAIOLIHM 3ALLHTY MH(pOPMaLIUH.




Jlns  obecneuennss Gesomachoctd [l npu X obpaboTke B
uHGOPMALIMOHHBIX CHCTEMAX OCYIUECTBIAETCA 3allnTa peudeBoil MHGOpMALMK H
uHdopmaiuu, obpabaThiBaeMO  TEXHHYECKMMM  CPEACTBAMHM, @  TaioKe
uHdOpMallMK, TPEICTaBICHHOW B BHIE MHPOPMATHBHBIX  JJIEKTPHYECKHX
CHrHaIOB, (DM3MYECKUX TOJIeH, HocUTeNeH Ha OyMakHOHM, MAarHMTHOM, MarHUTHO-
ONTHUYECKOW U UHOM OCHOBE.

ITo crpykrype UCIT/IH, Ha KOTOpBIC HampaBJIeHa pealu3alins MepOnpUsATHH
110 3alllUTe, BBIAEJSIOTCS CIeAYyIOLIHe KJIacChl yrpos:

— yrpossl GesonacHoctd I1[lH, obpabaThiBacMbIX B UCIT/ln Ha Oaze

aBTOMAaTU3UPOBAHHOrO paboyero Mecra;

— yrpossl GesonacHoctn I1/lH, oGpabaTbiBaeMbiX B UCII/ln Ha Oaze
JIOKaJIbHBIX HH(POPMALIMOHHBIX CHCTEM;

— yrpossl, peanusyembie B UCIT/H npu HX NOAKIIOUEHHH K CETAM CBASH
o06111ero MoJIb30BaHMS.

Jlin  obecrneuenus Oesonacuoctd IIJln npu  mX obpaboTke B

uHGOOPMALMOHHBIX CHCTEMAX MPOBOATCS:

— obcnenoBanue U oopmileHHE JOKyMEHTa O Kiacce UH(GOPMALMOHHOM
cuctembl OO0 « YK BaxuToBCKOro paioHa», ONpeieieHne crocoboB u
cocTaBa  CpPENCTB  3alUTBl  MH(pOPMALHH (C3U), paspaboTka
texuuueckoro 3azanus (T3) Ha co3paHue KOMILUJIEKCHOM CHCTEMBI
3allWTBl MHpOpMALMK, B TOM YHCIE pa3paboTka MoOJenH yrpos,
MPOEKTUPOBAHHUE,

— BBOJ B OKCIUTyaTalMIO — 3aKylKa W MHCTAJIALMA cepTH(GUIIMPOBAHHBIX
C3U, o6yuenue nepcoHana, H3J1aHue NpuKasos O A0Mycke nepcoHaa H
periameHToB 06paboTKH KOH(UIEeHUMATBHON HH(OPMALIHH.

2 Llesin obecneyenusi HHGOPMAUHOHHOH 06e30nacHOCTH

CrpaTeruueckoii 1epio  obecrieyeHus GeszonacHOCTH HHGQOpMALKWK B
MCT1/l sBasieTcs 3alluTa HHTEpPecoB CyObeKTOB UH(OPMALIMOHHBIX OTHOLICHHH.
Jlassas 1eb JOCTUTAeTCs MOCPEACTBOM NOCTOAHHOTO nojiepsKaHus CleAyIOLMX
ceoiicTs nHGOpMAaLIMK B Ipolecce ee 06paGOTKH, XpaHEHHs 1 Tepeiain:

—  1eJIOCTHOCTH HH(OPMALIHH;

— poctynHOCTH 0OpabaTbiBaeMOH uHGbOPMALUHK JUIsl 3apernCTPHPOBAHHBIX

M10J1b30BaTENIEH;
—  kOH(HIEHUHATEHOCTH HHPOPMALIHH.
B

3 O0BLeKT 3alHThI

OfLexToM 3allMThl ABAETCA MH(OpPMALMOHHAH CHCTEMA MepCoOHaNIbHBIX
Sasmsx pabOTHUKOB M PU3MYECKAX JIHLL 000 «YK BaxuTOBCKOr0 panoHa»:
a) MUndopmalMoHHbIE PECYPCBL:
— mepcoHalbHbIe JaHHbIC paGOTHHKOB H (QH3MUECKHX JIHILL (ucxoaHas
urbopMallis, HHPOPMALIMOHHBIC 6a3bl JAHHBIX);



— HHCTpYMeHTaJbHas HH(popMauus (mporpamMmHoe obecriedenue), ¢
MOMOIIBIO  KOTOpOH  oOpabaTbiBaeTcsi, XpaHUTCS M IepeaeTcs
uHdopmanus [1/1H;

0) Texnuueckne HHQOpMaUHOHHBEIE cHcTeMbl M cpeactBa OO0 «YK

BaxutoBckoro paiioHa», B KOTOpbIX 00paGaThiBaeTcsi, XpaHUTCA M MepeaaeTcs
urdopmauus [1/1H;

B) nomeneHuss o6bexToB OO0 «YK BaxutoBckoro paiioHa», B KOTOPbIX
pasMelLalTcs MH(pOPMaLIMOHHBIE pecypchl, 7 obpabaTbiBaeTcs
xoHOUAeHIMAIbHAS HHPOPMALIHUS;

) TeXHUYECKHe CHUCTEMbI KM3HeobecrneyeHus, 3EKTPONUTAHUS,

NPOBOJHOINO  BeLaHWs, OXPaHHOW CHUrHanmM3alMM, obecrnevyuBarolie KK

pasmeniaembie coBmecTHO ¢ obopyaoBanrem UCTT/IH.

KpuTn4HbIMU CBOMCTBAMU 00BEKTA 3aILMTHI SBJISIOTCS:

a) BO3MOYKHOCTb pa3pylleHHs WIIH MOBPeXIeHHS HHOOPMAILIMOHHBIX CHCTEM
NEPCOHANBHBIX JIaHHBIX B pe3yJbTaTe Mo)kapa, 3aTOIUIeHUs, aBapUKU MHIKEHEPHBIX
CHCTEM KH3HeoOecieyeHus,

0) BO3MOXKHOCTh ~ MpeKpalleHHs  WJIM  HApyLIeHHs  HOPMAaJIbHOrO
@yuxunonupoBanus MCII/lH B pesynbTare MOBpeXIEHHS OTHENBHBIX HX
3MNEMEHTOB;

B) HECAaHKLIMOHMPOBAHHASI JIOCTYITHOCTh HMH(OpPMALIMM, BbIpa)aloliascs B
BO3MOKHOCTH:

— HENOCpeJCTBEHHOro JocTyna K HHGOOpMauWW, Haxomsllencs Ha
NEPBUYHOM WM BTOPUYHOM HOCHTENle, B TPAHCIIOPTHOW cpeje
nepejiayd; BO3JCHCTBMS HAa HOCHTENb WJIM TPAHCIIOPTHYIO Cpeay ¢
LUeABI0 MEepNIOCTpaluu, OTYYXNKIACHHS, KOMUPOBAHHUA, H3MEHEHMS,
NOJAMEHBI U YHUUTOXKEHHUS HH(DOPMALIHMH;

— mpAMOro MWIM KocBeHHOro jocryna k obopyanosanuto MCIIIH u
TPaHCIOPTHOW cpede rMepejayd C LEJIblO [OJTY4YEeHHs JOCTyNa K
unbopMaluy (HeCaHKLIMOHMPOBAHHBIN J10CTYTI);

— mepexBaTa pevyeBoil MH(OPMAIMK 110 aKyCTHYECKHM M APYyrMM KaHajlam

YTeH4KH (MOACTyLINBAHHKE).

4 Cy6obexkTbl HHPOPMALHOHHBIX OTHOIIEHHH

41 CyGnexraMu HHOOPMALIMOHHBIX OTHOLUEHHUH SIBIISIIOTCS:

— PaborHukHu (cyOBeKThbl) — (PU3HUECKHe JIMLA, COCTOSLINE B TPYAOBBIX
WHBIX rpakaaHcKo-npaBoBbix oTHomeHusx ¢ OO0 «YK Baxurosckoro
paiioHa»-0repaTopom;

@usmueckie Mia  (CyOBeKTBl MEpCOHANBHBIX J@HHBIX) - JIMLA,
| ofpam@ionmecs ¢ 3asBleHnsIMH, kanobamu, npennokenuimMn k OO0
-cYK BaxuTOBCKOro paioHa»-oreparopy (rpaxiaHe, WHIMBHyalbHbIE

= ANPHHUMATETH U IPYTHe KaTeropu cyObeKToB).

lhpemc.neunme CyOBeKTBI WH(OPMALIMOHHBIX OTHOLLIEHHH
B obecnieyeHHH:




— KOHDMAEHUMATLHOCTH (COXpaHeHHs B TailHe) MH(pOpPMalMKM B
COOTBETCTBHH C TPeOOBAaHUSIMHU POCCHICKOTO 3aKOHO/ATEIbCTBA,

— JIOCTOBEPHOCTH (TIOTHOTBHI, TOYHOCTH, AJEKBATHOCTH, LEJIOCTHOCTH)
UHpOpMALIKH;

— 3amUTHl OT HABS3BIBAHHMS MM JIOXKHOM (HEIOCTOBEPHOM, MCKaKeHHOM)
uHpopMalLKu (To ecTh OT Je3WH(MOPMAaLHN);

— CBOEBPEMEHHOTo JOCTyNa (3a INpHemiIeMoe [uis HHX BpeMms) K
He0OXOAMMOM UM MH(DOPMALIHH;

— pasrpaHMYeHHs OTBETCTBEHHOCTH 3a HapylIeHHs 3aKOHHbBIX TpaB
(MHTEpecOB) JPYrMX CyObeKTOB HH(OPMALMOHHBIX OTHOLICHHH H
yCTaHOBIIEHHBIX MPaBUJI 0OpallieHus ¢ HH(pOpMaLHen;

— BO3MOYKHOCTH OCYIIECTBJIEHUS HENPEPHIBHOIO KOHTPOJIA H yIpaBieHHs
nporieccamk 06paboTKH M nepeiauy HHGOpMALIHH;

— 3amwThl MHGOPMAIMM OT HE3aKOHHOTO ee THPaKHPOBAHHS (3ALMThI
MepcOHAIbHBIX JaHHBIX, 3allMThl aBTOPCKHUX MNpaB, Mpas cOOCTBEHHHKA
uH(popMaLHH).

5 Bo3moskHbI€ YIpo3bl H YYaCTKH BTOP/KeHHS

O61as knaccudukalus yrpos.

I. Yrpo3sl KOHUIEHIHATBHOCTH JaHHBIX U [pOrpamMM. Pean3yioTes npH
HECaHKLMOHMPOBAHHOM JOCTYyIe K MporpaMmam, IaHHbIM, KaHajlaM CBA3H, MPH
nepexsare 31eKTPOMarHUTHBIX M3ITyYeHHH, TIPH aHalu3e Tpaduka.

2. Yrpo3bl LEJIOCTHOCTH JAHHBIX, MPOrpamyM, anmnaparypbl. Peanunzyiorcs
1p# HECAHKIMOHMPOBAHHOM YHHUYTOKEHHH, MOAM(UKALUMHA JAHHBIX, MOPOKACHHH
@anscudUUMPOBAHHBIX JIaHHBIX, 3a/lepKKe M HApyLWIEHHH MaplipyTH3alhH

JaHHBIX B KaHajlaxX CBA3H.
3. Yrpo3bl JOCTYIHOCTH JaHHBIX. Peanu3yroTcs MpH CO3J1aHHH YCIIOBHA,

Eoraa 3aKOHHBIM I0JIb30BaTE/Ib MJIA Ipolecc HE IMoJay4dacT CBOEBPEMEHHOI'O
2OCTYNA K IaHHBIM MJTH pecypcaMm CHCTEMBI, KaHaJlaM CBA3H.

6 IMopsaok npoBeleHHsi KOHTPOJbHbIX MeponpUsITHIi U JelicTBHII 110
pe3yJibTaTamM KOHTPOJIs

KoHTpOoib  3aKiiouaeTcs B MpPOBEpKE  BBINOTHEHM TpeboBaHU M
| BODMETHMBHBIX JIOKYMEHTOB 110, 3allIATE pHpOpMALMH, a Takke B OLEHKe
 sfocsosannocTd M 3(Q(EKTHBHOCTH  NMPUHATBIX — MEP. KoHTpoab  MOXKeT
SeesOIHTECE KOMUCCHEH, CO3/1aHHOH B 000 «YK BaxuToBCKOro paioHa», Hiu

% 2OrOBOPHOI OCHOBE CTOPOHHMMH OpraHM3allUAMH, TpH HaJIM4YMK JIMIEH3MH Ha
ocTh 110 TeXHUUYECKOH 3aimuTe KOH(HIeHIHATbHOH uH(pOpMALIHH.
OCHOBHBIX  BOMpPOCOB ~ obecriedeHHst  3aLIMTHI [1/1n
BaeT [I0ArOTOBKY KaJpOB, BblIETCHUE HEOOXOUMBIX (pMHAHCOBBIX H
CcpeJICTB, 3aKyNKy MPOrpaMMHOro H annaparHoro obecrnieyeHus, a
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Ilpunoxenus x IlonoxkeHHIo 1Mo opraHu3alMK W MPOBEAEHHIO paboT 0

~ obecneyenuio 0e30MacHOCTH NEPCOHATBHBIX [aHHBIX NpH HX 0OpaboTke B
qopuannonnmx cucremax nepcoHanbHbiX aaHHbIX OO0 «YK BaxurtoBckoro
aioHa» ABJIAIOTCS CaAMOCTOATENbHBIMM JOKYMEHTAMH M €ro HeOTheMIIEMOM
v 1 b
CnucoK NpUIIOKEHHIHA:
Ilpunoxenue Nel. TpeGoBanus 1o obecnedyeHuo 6e30MacHOCTH
EPCOHANBHBIX JaHHBIX NpU HMX o00paboTke B HH(MOPMALMOHHBIX CHCTEMax
epeonanbhbix JaHHex OO0 «YK BaxuToBekoro paiioHay.

l]pmloxcenne Ne 2. Cxema MOJAKJIIOYEHUH UH(GOPMaLIHOHHO-
scautensHoi cetn (JIBC) OOO «YK BaxuTtoBckoro paioHa», y4acTBYHOLIHX
SOTKE NMePCOHAbHBIX TaHHbIX.
Tlpunoxenue Ne 3. PekoMeHJAlMM MO MCHOIB30BAHUIO MPOIPAMMHBIX M
X CpeACTB 3auMThl HMHpoOpMaUuuM M obecneyeHuio 6e30MacHOCTH
OHANBHBIX JIaHHBIX TpU UX oOpaboTke B MH(MOPMALMOHHBIX CHCTEMAax
HATBHBIX JAHHBIX.
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[Ipunoxenue Ne |

k TTO0KEHUIO 110 OpraHu3aliH 1
MpoBeIeHnIo paboT no obecrneyeHuIo
6e30MaCHOCTH NePCOHANbHBIX AaHHBIX
npu ux o0opaboTKe B MHPOPMaLIMOHHBIX
cUCTeMax NepCoHalbHbIX AaHHBIX 000
«YK BaxuTOBCKOrO paitoHa»

TPEBOBAHUS
110 obecneveHHio 6e30NacHOCTH fepcoHabHbIX AaHHbIX
npu ux obpaboTke B uH(OPMAIHOHHBIX CHCTEMAX
nepCcoHAIbHBIX JaHHBIX 000 «YK BaxuToBCKOro paHioHa»

[lpu opranu3alui H OCYIIECTBIEHHN 3ALIAThI epcoHabHbIX JaHHBIX
(Ills) HeobXxomuMoO PYKOBOJICTBOBATBCH TpeGoBaHUAMH  HOPMATUBHBIX "
MeTOAMUECKHX JOKyMEHTOB MO 3allUTe uHpopMaLlHK B aBTOMATHU3UPOBAHHBIX
cmcremax  (uHGOpMAIIMOHHBIX cHcTeMax TMepCOHabHBIX JAaHHBIX = UCTIIH),
yEMTBIBas NP 3TOM, “TO [1/lH, B COOTBETCTBHH C ®eepaibHbIM 3aKOHOM OT 27
ssons 2006 roga Ne 152 — ®3 «O nepcoHaIbHbIX JAHHBIX) 1 VkaszoMm [lpe3naeHTa
P M 188 ot 06.03.97 r., OTHECEHBI K KoH(HIEHITHATLHOH uHdGopMaLUH.

Ilpu mnpoBeJIeHUH MepONpHATHH 10 3alHTE [1[ls yuuTbIBaeTCHA, HTO
ESSOpMAIHOHHEIE  PECYPCEI MoJBepKeHbl  MOTEHLHATLHBIM BHEIIHUM W
M yrpo3am, BeIyLIHM K notepsiM KOHGUASHIHATBHOCTH, JOCTYHOCTH

#o0cTH HH(DOPMALIMOHHBIX PeCypPCOB.
McTOYHMKA YIpO3bL:
_ momu (HenoGpocoBeCTHbIC BHELIHHE ¥ BHYTpEHHHE MOJIb30BATENN

uHGbOpPMaLMOHHBIX pecypcoB);
— asapuy (OKOKH [10/Tb30BATE/IS, OLIMOKH aJIMHHUCTPATOPA);
— orka3  anmnapaTHOTO oGecriedenns  (OMMOKH [pOrpamMMHOro

obecredeHns, OTKa3bl MH/IyCTPHaANbHOIO oGopy10BaHHMS);

— MpHPOAHbIC (axToph! (CTUXUHHbIC GencTBUs, ACTPODU3IUYECKHE
. gmnenus, OUOIOrH4ECKHe SIBJICHUSA).
»o351 YBEIMUHMBAIOT PUCKH 6e30MaCHOCTH, PEACTABIISIONINE coboil:
mpmnpoaaﬂﬂblﬁ NOCTYT B CETh;
_  @easTOpPU3MPOBAHHOC pacKpbITHE MH(pOpMALHH,
pmnpoaaﬁﬁylo Moar(pUKaLKo JAaHHBIX Wid NpOrpammHoOro
cyeHH;
nenue QyHKIHMA CETH (HeAOCTYTHOCTh JAHHBIX CepBHCOB).
PHCKOB GesonacHocTH TpeOyioT pBejieHusl Mep 0e30macHOCTH.
JIOJKHBI TapaHTHPOBATD:
1 1eH1MaTbHOCTD]

HOCTD,



— JOCTYNHOCTb HH(pOPMALIUH;
— CBOEBpPEMEHHOE NOJy4YeHHe OTYETHOCTH;
— Gu3nyeckyo 6e30nacHOCTb HH(OPMALIHH;
— KOHTPOJIb JI0CTYyNa K MHpOpMaIIUH.
Hudopmaunontas 6€30MacHOCTb MpelyCcMaTpUBaeT:
MpOLeLYyPHYIO (aAIMMHUCTPATUBHYIO u OpraHu3alMOHHYIO
6€301acHOCTB);
— ©Be30nacHOCTb NepcoHaa;
— du3nyeckyto 6e30MacHOCTb;
— Be301acHOCTb CUCTEMBI;
— Ge30MacHOCTh KOMMYHHUKaLIUH.
O6ecneuenne 6GeszomacHoctd [T[lH npu ux obpaborke B MCII/In
BOCTHraeTcs NyTeM  MCKJIIOYEHHS HeCaHKLIMOHMPOBAHHOrO, B TOM 4HMCIe
CAy=aiHOro0 J0CTyNa K NMepCOHANIbHBIM JIaHHBIM, Pe3ysbTaTOM KOTOPOr0 MOJKET
| CTETE YHMHTOXKEHME, M3MeHeHue, OI0KMpOBaHUe, KOMMPOBaHHE, PACPOCTPAHEeHHEe
. DEPCOHANBHBIX JaHHBIX, @ TAK)Ke MHbIE HECAHKLIMOHUPOBAHHBIE JICHCTBHUS.
Meponpusatis 1o obecneyenuto OesonmacHoctd IT/IH  nposoastcs B
"-mlocm ot knacca UCTT/IH ¢ yuyeToM BO3MOXHOIO BO3HMKHOBEHHS YIrpo3
“SONACHOCTH KU3HEHHO BaXKHBIM HHTEpecaM CyObeKTOB MepCOHAIbHBIX JaHHbIX.
Ilpu obecneuennn OezomacHoctd [IJ[H MPOBOAATCS  MEPONMPHATHA,
eHHbBIC Ha!
~ mpenoTBpallenue HecaHkioHnpopanHoro aoctyna (HCH) x I1/1a
(W) Nepelayy uX JIMLaM, OpraHu3alusaM, He MMEIOLLIMM TpaBa 10cTyna
¥ TaKoi nHdopmaluu;
— csoespemenHoe o6Hapyskenue dakros HCJI k IT/1H;
HeIOoMylleHHue BO31€HCTBUA Ha TEXHUYECKHE cpeacTsa
asromMatusupoBaHHoON o6pabotku I1/IH, B pe3yabTaTte KOTOPOro MOKET
O8iTH HapylLIeHO UX (YHKIIMOHHMPOBAHHE;
onepatuBHOro pesepsupopanus uapopmaunn B UCTT/IH;
BO3IMOKHOCTD He3aMeJIUTEeIbHOTO BOCCTAHOBJIEHHS IT/1H,
MoaHGUIMPOBAHHBIX WK yHHUTOKeHHbIX BeeacTue HCJL k Hum;
HOCTOSHHBIA KOHTPOIb 3a o6ecrieyerreM ypoBHs 3auuiieHHocTH [1/1H.
Secneuenue OeszonacHocTH [1/IH ocyiiecTBiseTcs IMYTEM BBINOJTHEHHUA
-~ opraumaunonumx M TEXHWYECKHX MEpONPHUATHH, pealn3yembiX B
saaBaeMOi CHCTeMBI 3aIUThl nepcoHanbHbIX AaHHbIX (C3T11H).
svsTypa, cocra  ocHoBHbIe QyHKuMK C3I1/IH onpenestoTes HCXOAA U3
§CT11x ncnonmyeM‘mx B 000 «YK BaxuToBcKoro paioHay.
1= BKIIOYAET OpraHM3allHOHHbIE Mepbl M TEXHHYCCKHE CpeACTBa
sdhopMalii (B TOM 4uciie IIM(ppoBalbHbIE (kpunrorpadHyeCcKHe)
 peacTBa MpeOTBPAIEHHs HECaHKIIHOHHPOBAHHOTO JIOCTYMA, yTEKH
¥ 110 TEXHUUYECKMM KaHalaM, IIPOrpaMMHO-TEXHHYECKHX BO3/1€HCTBUI
ecxme cpejcTtBa 00paboTKH [1/l1), a TakkKe HCIOJNb3yeMble B
s0ii cucteMe HH(GOPMALIMOHHBIE TEXHOJOTHH.

L
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[on opranu3aled obecneqeHus Gezonacuocty [1/lH npy KX obpaboTKe B
MCI/ls nouumaercs HopMUpOBaHHUE COBOKYITHOCTH OCYLIECTBIAEMBbIX Ha BCeX
cTanMsx KU3HEHHOTO LHKIa WUCI1/Ix cornacoBaHHbIX MO [1eN1M, 3a7a4aM, MecTy H
BPEMEHH MepOTIpHATHH, HanpaBICHHbIX Ha MpeaoTBpalCHUE (HeWTpaIn3aLmio) 1
mapWpoBaHue yrpos Gezonacuoctd I11H B MUCTI/la, Ha BOCCTAHOBJICHHE
BOPMAaIbHOIO (yHKIIMOHUPOBAHH UCTI/Ia mocne He#Tpamu3aliy yrpo3sel, ¢
peasi0 MHHHMM3ALMK Kak HENocpeACTBEHHOr 0, Tak 1 Orocpe10BaHHOro yiiepba
o7 BOAMOKHOIN peanu3aluu TakuxX yrpos. O6ecreyeHre 0e30MacHOCTH [1/11 npu
=x obpaboTke B apromarusuposannbix MCII/IH MpoBOAATCA MmyTeM BBITIOHEHHS
soMmaexca OpraHM3alMOHHBIX M TeXHHYECKMX MepOnpUsTHI (npuMeHeHHUs
SexEMEeCKHX CPE/ICTB), B paMKaX cucTeMbl (OJCHCTEMbI) 3alAThI riepCOHaIbHbIX
ZaEHBIX. pa3BepThiBaeMOi B WUCTI/lu B mpoLiecce ee Co3/anus Hill MOJIEPHU3ALIHH.

TlopsfioK OpraHu3aluu obecrieyenusi 0€30MaCHOCTH s 8 HCIH
BpEAyCMaTpHBacT:

—  oueHKy 00CTaHOBKH;

_ oBocHoBanue TpeboBaHUH IO obecrniedeHHi0  6€30MacHOCTH [1n u
dopmynupoBaHne 3a1ad samuThl [T/1H;

— pa3paboTKy MpOeKTa obecrieyenusi 0€30MacHOCTH [1/ln; BBIOOP
nenecoodpa3HbIX cnocoboB (mep H Cpe/CTB)  3allUThl [1Jla B
COOTBETCTBHH C 3a/1a4amMy ¥ MPOCKTOM 3alUThI;

— peleHue BOMpPOCOB yrnpapjieHus obecredeHueM 6esonacHoctu T1/1H B
aMHAMMKe W3MEHEHMA 0OCTaHOBKH M KOHTPOJA 3G eKTUBHOCTH
3ALIUTH;

_ obecrieueHne peaiu3aluu NpUHATOro MpOeKTa 3aLMThl;

~ — MIaHWpOBaHHE MepOTIPHUSATHH MO 3aLLATE TT)1H;

| — OpraHM3auuio u nposejeHue paboT MO CO3JaHMIO CHCTEMBbI 3aLIMThI

pepcoHanbHbIX  JAAHHbIX (C3I1[lu) B  paMKax pa3paboTKH
(uonepnuaauuu) UCIIlu, B TOM HHCIC ¢ TNpHUBIEYCHUEM

| enenMaTM3MpOBAHHBIX  CTOPOHHHX opraHu3alii K paszpaboTke H

| pasBepThIBAHUIO C3[1/lg uiu ee DIEMEHTOB B UCIT/In, peueHne

OCHOBHBIX 3a/1a4 B3aMMOJIEHCTBHS, ONpeJieeHne ux sanay ¥ QyHKUAH

~ Ha pasHYHbIX cTaausax co3aHnsd v JKCITyaTaluu UCTT/1H;

- pa3paboTKy JIOKyMEHTOB, periaMeHTHPYIOLIHUX BOMpPOCHI OpraHK3alkH

. obecnedenns 6e30MacHOCTH [1/1n 1 KcruryaTalnu C3I1/1n B UCTI/TH.

: TexHuyeckoro obecnedeHus gesonacnoct T1[IH mpy HX

, & WCI1/Is, B 3aBUCUMOCTH OT Kjacca uHGPOPMALMOHHOH CHCTEMDI

npoBe/ICHbI MeponpusTHs Mo sammre or HCJL K [1/In mpu HX

s HCT1 /s

; MeponpHATHiA 1O zanmrte 10 npy HX o6paboTke B UCI1An ot

epHbIX neficTBUM BXOJAT cle/IyloLe MeponpHATH:

ot HCJI npu 0JIHOTOJIb30BATEILCKOM peKuMe o6paboTtiu [1/11;

2 or HCJ1 npH MHOTOIMOJE30BaTENbCKOM peKUMe 06paboTKH I1/1u

451X MpaBax /0cTyna K HAM cy6beKTOB JI0CTY A,

2




— sanmra ot HCJL npy MHOTOMOJb30BaTE/IbCKOM pexknme 06paboTku In

¥ pa3HbIX MpaBax JA0CTyIa;

— s3apmra nHGOpPMAIKMKU ITPU MEKCETECBOM s3aumoeiicTeun MCIT/IH;

— aHTUBHpYCHas 3alluTa.

MeponpusTis [0  3aluTe [I[ln peanusyloTcsi B pamKax MOJCHCTEM:
ympasneHHs JOCTYNOM, pericTpaliy u ydera, obecrieyeHHs LEJIOCTHOCTH,
spunrorpadudeckol 3allUTh, AHTUBUPYCHOM 3aILUTHI.

Mepbi 6ezonacHocTy [1/1H 10TKHBI rapaHTHpOBaTh:

—  KOH(UAEHIHAIBHOCTD;

—  LeJIOCTHOCTB]

—  OCTYMHOCTBH HH(OPMALIMH.

MeponpusiTis 1o obecreueHuIo Ge30MacHOCTH NpeyCcMaTpruBaloT:

_ 000 «YK BaxuToBCKOro paioHa» J0CTyIOM,

— pEerucTpaLuio u y4er;

— obecrieuyeHue 1eTOCTHOCTH;

—  KOHTPOJb OTCYTCTBHS HEJICKIapHPOBAHHBIX BO3MOKHOCTEH;

—  AHTWUBUPYCHYIO 3aLIHTY;

_  obecrneyenue 6€30MacHOr0 MEXKCETEeBOro B3aMMOJICHCTBHUSA;

—  aHaJu3 3allMIIeHHOCTH.

JCHCTeMbl yNpaBlieHHs [0CTyNoM H perucTpaluuu M ydera JIOJUKHBI
peanmM30BbIBATECS  HA Gaze  NpOrpaMMHBIX  CpPeICTB OIOKHPOBAHNA
 SecasKIMOHAPOBAHHbIX JeCTBUI, CHrHaIM3aluMu  H perucrpauuu. 91O

anbHble, HE BXojdlMe B AIpO KaKOH-THO0 OMepalHoOHHON CHCTEMBI
MEBIE W [POrpaMMHO-anmnapaTHble  CpeacTBa 3alMThl  CaAMMX
MOHHBIX CHCTEM, JNEKTPOHHBIX 0a3 JaHHBIX H MPUKJIAJHBIX TPOrpamMmM.
SeanoHMOT (YHKIMH 3aIATEl CAMOCTOATEIBHO WM B KOMILIEKCe ¢ ApyrHMH
—ani  3AUIMTHI M HAmpaBlieHbl HA  MCKIIOHMEHHMC WM 3aTpyJHEHHE

w115 OMACHBIX JAEHCTBHIA MoJb3oBaTess Hill HapyLUUTEJIs.
CpesicTBa JMArHOCTUKA JIOJUKHBI OCYLIECTBNATh TECTUPOBAHHE aitnoBo#
i u 6a3 JaHHBIX, OCTOSHHbIN c6op uHpopMaLKH O (GyHKIMOHUPOBAHHH
OB NOACHCTEMBI 00ecTedeH s 0e30MacHoCTH uH(pOpMaLIUH.
CpezctBa yHUUTOKEHHA peHa3HaueHbl U1 YHUUTOXKEHHS OCTAaTOYHBIX
# J0JDKHBI TIpeaycMaTpuBaTh apapuitHOe YHHUTOXKEHHE JaHHBIX B ciyvae
secaHKIHOHMPOBAHHOIO  J10CTyTa (HCJ1), xortopas He MOXKET OBITH

yBaHa CUCTEMOM.
LCpeactBa CUTHAJIM3alHH npejHa3Ha4YCHbI s npeynpexaeHus
#

woos (monp3oBatenei) NpH KX obpalleH!H K 3all1I1aeMbIM JAQHHBIM ¥ IS
es neHMs afMHHHCTpATOpa TPH obHapyKeHHH (aKTa HCJI, ucKaxeHnu
spIX CPE/ICTB 3allMThl, BBIXOAC WNM BBHIBOJE M3 CTPOsi anrnapaTHBIX
samuThl M O JApYruX dakTax ~HapylweHWs [ITATHOrO ~ pekHMa

YOBaHMUA.




TloncucTemMa obecneveHns 11e710CTHOCTH [OJDKHA OBITH peanmosa}la
mepanﬂouﬂbmu cucremam  H cucreMaMiu ynpas/ieHud Gaszamu J@HHBIX:
CcTBa [OBbILLIEH!A nocToaepﬂocm n obecreveHus {1eNIOCTHOCTH
eMpix J@HHBIX 4 HaJeKHOCTH 'rpauaaxunﬁ, pCTpanBacMbI® B
oHHbIe CUCTEMB! W\ CHUCTEMBbl ynpas/eHui Gazamy JaHHBIX ocHoBarbl Ha
pacueTe KOHTpOJIBHBIX CyMM, yaenomneuun o cboe B nepenadc naKeTa
coobweH!, OBTOPE nepenain He [IPUHSATOTO naKeTa.
TNoacucTeMa KOHTPOIIA OTCYTCTBUA Henexnapuposanumx Bo3Mo>KHoc1eﬁ
AnM30BBIBATECA ua Gaze CUCTEM ynpapneHnd Gazamu aHHBIX: cpeacTB
prdopMaLH; auTHBMpPYCHBIX cpesicTB 3aLLUThl uHbopMalih.
ocymecmneum paarpaﬂmeﬂm noctyna K uudpopmaunouumm
pecypeaM npy MeKceTeBOM grauMo/1eiCTBHH JIOJKHO npnmeumca MeKceTeBOE
sapmue, KOTOPOC peanmye'rca ﬂpOl‘paMMHblMVl W/ WA porpaMMHO”
I‘tﬂmmu MeskceTeBbIMA sKpaHaMh (MD). MesxceTeBOH sKpaH OTIKEH
F’IN“‘BaTbCﬂ MEKILY 3amnu1aemoﬁ ceThlO, Ha3piBaeMOn BHyTpeHHeﬁ, U
i ceThio. Mex(ceTeBoﬁ aKpaH JOJIKEH BXOAUTH B cocTaB 3aummaemof4
oema. [lpn ero HaCTpONKE OTIAENBHO 33 /1At TCA npaBria, orpafmqusaxomne pocTyn
= -y‘lpeauei’l ceTy BO BHEIHIOW 1 Hao0opOT-
TloacucTeMa aHanus3a 3anAIIeHHOCTH OTIKHA peanmonbma'rbcsx Ha OCHOBE
S mapus CPeACTB recTpOBaHUA (ananu3a 3amnmeﬂuocm) ¥ KOHTpPOIA
WM )6e30na0Hocm yHhopMaLih.
paGotkn ¥ ocymec'raneum Meponpumnﬁ 1o obecnedeHnio
e cHOCT riepcoHabHbIX naHHBIX MPY ux obpaboTke B mubopmauuonuoﬁ
pCTS ga3HavyaeTea CTPYKTYPHO® nopa3eneHie n JIOIKHOCTHO® JKALLO
HHK ), oTBETCTBEHHBIC 3a obecrneueHne Ge3onacHoCTH HepCOHaﬂbelx

Jimua, A0cTYH gotopbiX K ﬂCpCOHaﬂbelM JIaHHBIM, o6pa6aTbmaeM1>1M B
21HOHHOM CUCTEME, HeooxoAuM Anst ppIMOTHEeHHA conyKeOHbIX
X) 06x3amlocreﬁ, JLOJDKHBL norycKaThe K COOTBeTCTByEOLL\HM
o Ha ocHOBAHMH ymepmneﬂumx [lepeuned JOKHOCTHBIX

flaHHbIX, goodas atl ylca3aﬂﬂmx B ymepmneﬂnmx [lepeunsx
raiX ML 2 raioke GaKTh! npenocmaneum nepconanbnblx nafubx 10O
ocam JOIKHDI pemc'rpuposa'rbcsn amomammpoaauubmu cpenCTBamu
ol cUCTEMBI B 71eKTPOHHOM KypHaI© oGpameHm“A. Cojepxanme




IIpu XpaHeHHH MaTepHanbHBIX HOCHTENIeH WH(OPMALIMHK C TepCOHATBHBIMH
JA@HHBIMA (MM Apyrodf  KOHQMAEHUMATbHOM  WHpOpMalueit)  J1OIKHbI
cobmoaathes ycnoBus, obecrneynBarolIe COXpaHHOCTh MePCOHATbHBIX AaHHBIX U
MCKIIIOYAIOIIHe  HECAHKLMOHMPOBaHHBIH K HuUM jgoctyn. [lepedyens mep,
HEOOXOMMMBIX /171 obecreyeHus: TaKUX YCIOBHUI, MOPAI0OK MX MPHUHATHSA, @ TaKiKe

[IEPEYCHD JIML, OTBETCTBEHHBIX 3a peajiM3aluIi0 YKa3aHHbIX MEp, yCTaHaBJIMBAIOTCS
OTACJIBHO.



[Tpunoskenue Ne 2

k [ToJ10KeHHIO N0 opraHu3alii U
npoBeIeHNIo paboT 1o obecrneyeHuto
6e30MacHOCTH MePCOHANBHBIX TaHHBIX
npu ux obpaboTke B uH(MOpPMALIHOHHBIX
cHUCTEMAaX MepcoHaIbHbIX AaHHBIX 000
«YK BaxuTOBCKOro paioHay»

Cxema uH(bopmauHOHHo-Bblqnc.nwre.nbuoii cern (MBC) 000 «YK
BaxHTOBCKOIro paiiona», rae Beaercs 06paGoTKa nepcoHaIbHBIX IAHHBIX
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[ToscHuTenbHAS 3anMcKa

I. JIBC naxoaures B npezienax AByX 31aHUi ¥ 3aHUMAeT TPH HTaKa.

2. KonnyecTBo y3110B, 06pabaThiBaromux nepcoHanbHple JaHHbie — 59.

3. Tononorus — 38e31a, Tun — Ethernet 100Base—~TX.

4. YYaCTHMKM  CETH  ABJSIOTCS  MCTOYHHKAMH M MOTpeGHTEsMHU
MHpOpMALIMH.

5. Cetb ucnone3yer crek npotokonos TCP/IP.

6. TenexoMMyHUKaLIMOHHBIE KaHAJTBI IPEOCTABIAIOTCS cornacHo JIoropopy
C npoBamnjiepamu:

e [Iposaiinep 1: OAO «» -
7. Ckopocrhble xapaktepuctiku: JIBC — 100 M6ur/c.

8. AIMUHUCTPUPOBAHHE H nepeyeHb pabot OIpeIeIS0TCS
AZIMHHHUCTpATOpPOM HH(OpMaLKOHHOH GezonacHocTH OO0 «YK BaxuToBckoro
parioHay.

9. YYaCTHUKM CeTH, KOTOPhIM HeoOXoauM jocTyn B MuTepHer s
BBIMIOJIHEHUs  CIY)KeOHBIX  00f3aHHOCTEH,  JOMycKaloTCss ¢ paspeleHus
Pykooauntens OOO «YK BaxuToBckoro pailoHa» U UMEIOT I0CTYII B r100anbHyIo
CeThb B COOTBETCTBHH C pa3pelieHHbIMH MOJHOMOYHSIMHU.

10. BHecenre u3MeHeHMH B TeleKOMMYHHKAaLUMOHHYIO cxemy JIBC
npoussoautes pabotaukamu OOO «YK BaxutoBekoro paiioHa» (MM cTopoHHed
OpraHu3alMeH 110 J0roBOpy WIM KOHTPAKTY ).




[punosxenye Ne 3

K Ionoxenuro o OpraHuzanuy y
fpoBenenuio paGor o obecrevenpuro
6e3onachocTy TI€pCOHaNbHEIX fapy Ly
1pH UX 06paborke p HH(})opMaunouuux
CHCTeMax NepcoHanbmpx AaHHbIx OO0
«YK Baxuroscekoro paiona

= Perucrpanuio y yyer;

— obecneyenye LenoctHocTy:

~ KOHTposb orcyrergyg HEeKnapupoBayypx BO3MOXHOCTE]!:

~ AHTHBHpyCcHyo 3aluTy;

— obecneyeyye 6e3onachoro MexceTeBoro B3auMoneiicteyg HCT1)1u;

—  aHaius 3alMIIeHHOCTY;

— OOHapyxkenye BTOPKeHMuij,

s BBIMOIHEeHK s BbIllI€Ha3BaHK TpeGoBanmij, HEo0Xo11mo Halnype
CTeAyIoWuxX cpenery 3alIHTH:

— MeXKcerenoii 9KpaH;

Ilpu BBIOOpE Toro yy MHOTO cpenctsa 3amyry; OCHOBHBIMH Kputepusmy

0TOOpa ABNSIOTCY:
Hallnune ceprudpukarop OCTIK, dCE;

— obecneyenye Heobxonumoro YPOBHSI 3a1uThy;

~ TPOM3BOAHMTENLHOCTS; a

~ COBMECTHMOCTS,

— TIpocToTa Hacrpoiiky y IKCILTyaTauy;

— TeXHH4Yeckas noanepixka;

- lleHa.



