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110 OPraHU3alMK U NPOBeJeHHI0 paboT No obecnevenuio Oe30MmacHOCTH
NepCOHAILHBIX JAHHBIX NpH HX 00paboTke B HH(OPMALHOHHBIX CHCTEMAX
nepconaibubix Aanubix 000 «YK BaxuToBckoro paiioHa»

Hacrosimee ITonoxkenue pa3paboTaHo B cooTBeTcTBMM ¢ DeaepanbHbIM
3akoroM oT 27 wmions 2006 roma Ne 152-®3 «O mnepcoHalIbHBIX JaHHBIX»,
nopmatuBHbiME fokymenTamu OCTIK u ®CB Poccuu ¢ 1enpio obecrneyeHuns
3aIMTHl TIpaB M CcBOGOJ rpakaH npu oOpaboTke MX MEPCOHANBHBIX JAHHBIX B
MHPOPMALIMOHHBIX CHCTEMaX MePCOHATBHBIX JaHHBIX.

Jist weneii Hactosiero [1onoxeHust MPUMEHAIOTCS CIEAYIOWUE TEPMHUHbI U
onpe/ie/IeHUs:

Iepconanbuble AanHble — Mobas MHOOpMAlHMA, OTHOCALAACA K TPAMO
WIM KOCBEHHO ONpENeNeHHOMY HIIM OmpejenseMoMy (GHU3HYECKOMY JIHILY
(cyOBEKTY MepCOHANBHBIX JIAHHBIX ).

Oneparop Iepconansusix aauubix — 000 «VK BaxMTOBCKOTO paiioHa»
(manee OO0 «YK BaxutoBckoro paiioHa») - rocyapCTBEHHbIH OpraH,
MYHMIIMIATbHBIA OpraH, OPHIHYECKOe WM (PU3MYeCcKOoe JIHULO, CAMOCTOATEILHO
MJIM COBMECTHO C JPYTMMH JIMIIAMH OpraHM3ylollMe ¥ (HIH) OCYLIECTBISIOLINE
06paboTKy IEepCOHANBHBIX JAHHBIX, @ TAKXKe ONpeIelsiolune Le/H ob6paboTku
NepCOHABHBIX JaHHbIX, COCTAB MEPCOHATBHBIX IaHHBIX, MOMAIEKAIINX obpaboTke,
nercTBUs (Onepauuu), CoBepliaeMble C NepCOHATBHBIMU JaHHBIMH.

HudopManHoHHasi CHCTEMAa MEPCOHAIBHBIX AAHHBIX - COBOKYMHOCTH
cofepKalmxcs B 6asax JaHHBIX MEPCOHANBHBIX JAHHBIX H 00ECTIeUNBAIOLIMX HX
06paboTKy HHGOPMALMOHHbIX TEXHONOTHH U TEXHUYECKHX CPE/CTB.

TexnuyeckHe cpeacTsa HH(POPMANMOHHOH CHCTEMbl MEPCOHATBHBIX
AAHHBIX —  CpEeJCTBA  BBIYMCIMTENBHOH  TEXHHKH, UH(pOpMaLIHOHHO-
BBIYMCITHTEbHBIE KOMIUIEKChl M CETH, Cpe/ICTBa W CHCTEMBbI Mepelaiu, npuema u
06pabOTKM NEPCOHATbHBIX JaHHBIX (CpeacTBa M CHCTEMbl 3BYKO3AlMCH,
3BYKOBOCIIPOU3BE/ICHHSI, TIEPErOBOPHbIE M TEJIEBU3HOHHbIC yCTPOMCTBA, CPeNCTBa
W3rOTOBIIEHUS], THPaXUPOBaHUS IOKYMEHTOB W JpYrHe TeXHWYeCKHe CpeiCTBa
00paboTKH peueBol, rpaduueckon, BU1eO- U 6ykBeHHO-LMGPOBOH HHpOpMALIHH),



NporpaMMHBIE CpeJICTBa (OrnepalnOHHbIE CUCTEMBI, CHCTEMBI yNpaBieHus Oazamu
MaHHBIX W T.M.), CpPeICTBa 3allMThl WHOOpPMAlMM, TPUMEHsEMble B
WHPOPMAIIMOHHBIX CUCTEMAX.

IToab3oBaTeib HHPOPMALHOHHONH CHCTEMBbI MEPCOHAJBHBIX AAHHBIX —
JMIO, YydYacTBylllee B (OYHKUMOHUPOBAHMM HMH(DOPMALMOHHOM  CHUCTEMBI
NEePCOHANIbHBIX ITAHHBIX MK MCIIOJNIb3YIOlee pe3ybTaThl ee (yHKIIMOHHPOBAHHS.

IIpaBuiaa pasrpaHHYeHHs A0OCTYNAa K HHPOPMAUHOHHBLIM CHCTEMaMm
NepPCOHAJIBHBIX JAHHBIX — COBOKYITHOCTh INpPaBUJ, periaMeHTHPYIOLIMX IpaBa
JocTyna CyObeKTOB A0CTyIa K 0ObeKTaM JI0CTyIa.

O6paboTka nepcoHaNbHBIX AAHHBIX — JI000€ JAelicTBUE (onepaius) Wiu
COBOKYITHOCTb JIeHCTBUH (orepauui), coBeplIaeMbIX C HCIIOJIB30BAaHHEM CPEJICTB
aBTOMaTH3alMKd Wi 0e3 MCIONIb30BaHUS TaKUX CpPEICTB C MEepPCOHAIbHBIMU
JaHHBIMM, BKIIOYas cOOp, 3ammMch, CHCTEMATU3alMIO, HAKOIUICHHE, XpaHEHHE,
yrouHeHue (OOHOBIIEHWE, W3MEHEHHE), W3BJIeYeHHUe, HCIOJIb30BaHME, Iepeaayy
(pacnpocTpaHeHue, TMpeaocTaBleHne, AO0CTyN), obe3nu4yuBaHHe, OJIOKMPOBAaHHE,
yJaleHue, YyHUYTOXKEHHE MepCOHATBHBIX JaHHBIX.

PacnpocrpaHenne nepcoHaJILHBIX JaHHbIX — I€HCTBUS, HAIIPaBJIEHHbIE Ha
PacKpbITHE MEPCOHAIBHBIX JaHHBIX HEONpeaeIeHHOMY KpyTy JIHLL.

IIpenocraBienne nepcoHAJbHbIX JaHHBIX - JEHCTBUS, HaNpaBlieHHbIe Ha
pPacKpbITHE MEPCOHAIBHBIX JAaHHBIX OINpeAeNeHHOMY JIUILY HJIM ONpeaeeHHOMY
KpYTy JIHI.

biiokHpoBaHHe nepcoHANbHBIX JAHHBIX — BpPEMEHHOE I[peKpalleHHne
00pabOTKH MepCOHANbHBIX JIaHHBIX (32 UCKIIOUYEHHEM CiIydaeB, ecid oOpaboTka
HeoOXxoauMa Ui yTOYHEeHHs TTepCOHATBHBIX JaHHBIX ).

YHHYTOXKEHHEe TNepCOHAJbHBIX JAHHBIX — JICHCTBUS, B pe3yjbTare
KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM BOCCTAHOBHUTH COZEpIKaHUE IePCOHATbHbBIX
JaHHBIX B MH(MOPMALIMOHHOM CHCTEME TMEePCOHANBHBIX JaHHBIX W (WJIH) B
pesyJbTaTeé KOTOPBIX YHUYTOXKAKOTCA MaTepHalbHble HOCHTEIH TMepCOHAIBHBIX
JTaHHBIX.

OGe3inuHBaHHe NEPCOHAJIBHBIX JAHHBIX — JEHCTBHUS, B pe3yJibTare
KOTOPBIX CTaHOBHMTCS HEBO3MOXHBIM 0€3 HCIOJIB30BaHUSA IOTIOJHUTEIbHOM
HHOOPMALIUH ONpeJIe/UTh PHHAIIEKHOCTD MEPCOHATBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY NePCOHANIBHBIX JIAHHBIX.

KongpuaenunaabHocTs nepcoHaNbHbIX AaHHBIX — Onepatopbl ¥ HHbIE
MU, MOJIYYHMBIIHE AOCTYIN K NE€PCOHAIBHBIM JaHHBIM, 00S3aHbI HE PAcKPbIBATh
TPETBHM JIMLIAM M He paclnpoCTpaHATh NEepCOHANbHBIE JaHHble Oe3 coriacus
CyOBeKTa MepCOHANBHBIX JaHHBIX, ECIH MHOE HE MPETYyCMOTPEHO (enepanbHbM
3aKOHOM.

Tpancrpanuynasi nepejaya MepPCOHAJBHBIX JAaHHBIX - T[epejaya
NEPCOHAJIBHBIX JIaHHBIX HA TEPPUTOPUIO MHOCTPAHHOI'O T'OCYJapCTBa OpraHy
BIACTH HMHOCTPAHHOIO rOCYJapCTBa, MHOCTPAHHOMY (U3NYECKOMY JIMILY WIIH
HHOCTPAHHOMY FOPHAMYECKOMY JTHILY.

HecankuunonupoBanHbiii 10cTyn (HECAHKIIMOHHPOBAHHbIE 1eHCTBHSA) K
HHQOPMALHOHHBIM CHCTEMAM MNEPCOHAJNBHBIX [JAaHHBIX — JIOCTYyNl K



WHGOpMaIiK WM JedicTBHS ¢ WHpOpMaluWed, Hapylalolme —IpaBuia
pasrpaHWyYeHusl JOCTyrna, B TOM YMCJI€ C HCIOJIb30BaHMEM IUTATHBIX CPEJICTB,
NpeaoCTaBIsIeMbIX HH)OPMALMOHHBIMH CUCTEMAMH NIEPCOHATIBHBIX JaHHbIX.

3amura wHHbOpMANMH — KOMIUIEKC OpraHM3allMOHHO-TEXHUYECKHUX
MEPONPHUATHI, HaNpaBleHHbIX Ha MpPeJOTBpalleHHe I[I0TePH, MCKAXKEeHUs WU
HECaHKUMOHUPOBAHHOI'O 0CTYMA K JaHHBIM, IIPH 3TOM IIpeayCMaTpUBaAEeTCA:

— pasrpaHMuYeHHE MOJIHOMOYHMMN JIOCTYIIa K JIaHHBIM,

— aBTOpM3allMs, KOHTPOJIb M ydeT HEHCTBUH C JaHHBIMH (pEruCTpaLus

CcOOBITHI);

— KOHTPOJIb KOIMPOBaHUs, Ne4aTH, OOMeHa JaHHBIMM 10 KaHaJlaM CBS3H;

— MeXKCeTeBOe IKPaHUPOBAHUE U 3alllUTa OT BUPYCOB;

— YYeT BHEUIHUX HOCUTEJIeH JaHHBIX;

— pe3epBHOE KOIUpOBaHWe / BOCCTAHOBJIEHUE JIaHHBIX;

— pa3fenbHOe XpaHeHHe HOCUTEJIeH JIaHHBIX C PE3€PBHBIMU KOIMUSMH,

— KOHTpPOJIb JOCTYTIA B TOMEILEHUS H K KOMITbIOTEpaM;

— NpHUMEHEeHHE YCTPOUCTB UAeHTHU(UKALMYU OJIb30BaTeNIeN IS JOCTya.

1 O0mue noJIoKeHH

HacrosmuMm Tlonoxenuem omnpenenseTcs CTPYKTypa M COCTaBIISIOLIKE
HesonacHocTd HHGOpPMALMK B HHOOPMALIMOHHON CHCTeMe IepCOHANIBHBIX JaHHBIX
pabotukoB U dusnueckux Ui OO0 «YK BaxuToBckoro paiioHa».

Obecneyenne Oe3omacHOCTH TmepcoHanbHbIX AaHHbIX ([IJIH) mpu ux
oOpaboTke B aBTOMAaTM3UPOBAHHBIX CHUCTeMaX (MH(MOPMALIMOHHBIX CHCTEMaX
nepcoHanbHblx gaHHeix — MCII[H) gocturaercs myreM  MCKIOYEHHS
HECaHKIIMOHUPOBAHHOIO, B TOM YHCJIe CIy4yalHOro, AOCTyIla K IepCOHAJIbHBIM
JaHHBIM, pe3yJbTaTOM KOTOPOro MOXeT CTaThb YHHYTOKEHHE, W3MEHEHHeE,
610KMpOBaHKe, KONMMPOBaHKE, PACIIPOCTPAHEHHE NEPCOHANIBHBIX JaHHBIX, @ TaKxkKe
HHBIE HECAHKLIMOHUPOBAHHLIE 1eHCTBHUS.

Meponpustus o obecnevyenuro Oe3zonmacHoctd I1/IH dopmynupyrores B
sasucumocT ot kiacca MCIT/IH ¢ y4eToM BO3MOXKHOrO BO3HUKHOBEHHS YIrpo3
OE30MacHOCTH JKM3HEHHO BaXKHBIM HMHTEpecaM JIMYHOCTH, ofuiectBa H
rocyaapcTsa.

Meponpusitus no obGecneyenuro OezomacHoctd I1/IH dopmynupyrorcs B
sasucuMocti ot kiacca MCIT/IH ¢ ydeToM BO3MOMKHOTO BO3HHKHOBEHHS YIrpo3
OE30MacHOCTH JKM3HEHHO BaXKHBIM HMHTEpecaM JIMYHOCTH, oflecTBa H
rocyaapcTsa. .

Obecnevyenne GeszomacHoctd [1/[H ocyuiecTBiseTcss MyTeM BBINOJTHEHHUS
Tpebosanuii no obecrneyeHno 0E30MACHOCTH TNMEPCOHANBHBIX NAHHBIX MPU MX
obpaborke B MH(OpMALMOHHBIX cHUcTeMaxX nepcoHalbHbIX AaHHBIX OO0 «YK
Baxwurosckoro paiiona» (IIpunoxenune Ne 1).

Crpykrypa, cocraB u ocHoBHbIe GhyHKuuH C3I1/IH onpenenstoTcss ucxoas U3
snacca MCIIIn. C3I1/I BKIOYaeT OpraHMW3allHOHHBIE MEPBl M TEXHUYECKHE
cpeactea  3ammThl uHGopMammm (B TOM  uMcie  MIM(POBalIbHbIE




(kpunrorpadudeckue) CpeJicTBa, cpeacTBa npeaoTBpaleHUs
HECAaHKUMOHUPOBAHHOIO JOCTyNa, YTeYKH HHPOpPMALMU [0 TEXHUYECKUM
KaHajlaM, IpOrpaMMHO-TEXHHUYECKUX BO3JIEHCTBUIA Ha TEeXHUYECKHE CpelCTBa
obpaborku [1/[H), a Takke wHcrnonb3yemMble B HMH(DOPMAIIMOHHOM CHCTEMe
HH(POPMAIITHOHHBIE TEXHOJIOTHH.

ITon opranmsanmeit obecrnieuenus 6eszonacHoctu [1/IH nmpu ux obpabotke B
HCTI/Ie noHumaercss pOopMHUPOBaHHE COBOKYITHOCTH OCYILIECTBIsS€MBIX Ha BCeX
craauax xusHeHHoro uukiaa MCII/In cormacoBaHHBIX MO LieTH, 3a7a4aM, MeCTy U
BPEMEHH MEPOIIPHUATHH, HAlPaBJIEHHBIX Ha IMpeAOTBpalleHUue (HEHTpaaIu3auuio) 1
napuposanue yrpo3 O6ezonacHoctd [1/ln B WCII/IH; Ha BOCCTaHOBIIEHHE
HopmaneHoro Qynkumonupoanus MCIIH mocne HeWTpanuzaumu yrpossl, C
LeIbI0 MHHMMH3ALMU KaK HEloCpeJACTBEHHOI0, TaKk M OINOCpPedOBaHHOro yuepba
OT BO3MOKHOM peajn3allui TaKuxX yrpos.

Meponpusatus no obecrnevyeHuro 6e30MaCHOCTH MEPCOHATBHBIX JaHHBIX MTPH
ux obpaborke B UCI1/In BrimroYaroT B cebsi:

a) onpezieJieHHe yrpo3 Oe30MacHOCTH IE€PCOHANBHBIX MJaHHBIX MPH HX
obpabotke, hopMHUpOBaHHEe Ha KX OCHOBE MOJIEIIH YIPO3;

0) pa3paboTKy Ha OCHOBE MOJENH Yrpo3 CHUCTeMbl 3amuTel [1]IH,
ofecneynBaroIeil HeMTpalU3alNio MPEANoIaraéMblX yrpo3 ¢ HKCIOJIb30BaHHEM
METO/IOB M CrocodoB 3amuThl [1/IH, MpexycMOTPeHHBIX IS COOTBETCTBYIOLIETO
Kacca HHQOPMaIIMOHHBIX CHCTEM;

B) MPOBEPKY FOTOBHOCTH CPEJICTB 3aIMThI HH(GOPMALIUK K MCIIOIb30BAHUIO
€ COCTaBJIEHHEM 3aK/IFOUYEHUN O BOZMOXKHOCTH UX KCILIyaTall|u;

) YCTAHOBKY M BBOJ B OJKCIUIyaTalHIO pa3pelIeHHbIX JIHMLEH3HOHHBIX
CPEACTB 3allUThl HMH(pOpPMALMM B COOTBETCTBHH C AKCIUTyaTAllAOHHOM U
TEXHHYECKON NOKYMEHTAalIeH;

n) oby4eHue I, WMCMONB3YIOLIMX CPEeACTBAa 3alMThl MH(pOpPMALHH,
NpUMeHsieMble B MH(GOPMAIIMOHHBIX CUCTEMAaX, ITpaBUjIaM paboThl ¢ HUMHU;

€) y4eT NPUMEHAEMbIX CPEe/CTB 3alIMThl WH)OPMAIIMH, SKCILIyaTallHOHHOM
¥ TEXHUYECKOH IOKYMEHTALMK K HUM, HOCUTEJIEH NepCOHAIbHBIX JaHHBIX;

) Y4eT JIMILI, JOMyIeHHbIX K paboTe ¢ IT/IH B HHGOpPMALIMOHHOM cHCTEME;

3) KOHTPOJNb HaJ/l COOIIOZICHHEM YCIIOBHM HMCIIOIB30BaHHs CPEJICTB 3aIllMThI
#HOOpPMALMY,  NPENYyCMOTPEHHBIX  JKCIUIYaTallHOHHOH M TeXHHYecKoi
JOKYMEHTalLHEeH;

) pa3bMpaTeNbCTBO M COCTABIECHHE 3aKIIFOYEHHUI 110 akTaM Hecob o aeHNs
YCAOBHE XpaHEHHWs] HOCHTEJIeH MepCOHANbHBIX JaHHBIX, MCIOJIB30BaHUS CPEJCTB
3ammTel  MHQOpManMM,  KOTOpble  MOIYT  [PHUBECTH K  HapyIIEHHIO
sos®uaeHunanbHocTd  IT/lH Wi Apyr¥M  HapylleHHsM, TNPUBOISAIIMM K
CHMOKCHHMIO ypoBHA 3amuineHHocTd IIJIH, pa3paboTky W mnpuHsATHE Mep IO
HPEAOTBPALLCHUAIO BO3MOXHBIX OMACHBIX MOCIEACTBUNA MOAOOHBIX HAPYILIEHHIA;

K) ONMUCaHKUE CUCTEMBbI 3alUThI IEPCOHATBHBIX JIaHHBIX.

Texnuyeckue W MporpaMMHbIE CpeACTBA JOJDKHBI  YAOBIETBOPATH
JCTaHaBIMBaeMbIM B COOTBETCTBMM C  3aKOHomaTenbCcTBOM  Poccuiickoi
Deaepannn TpeboBaHUAM, 00ECIIEUNBAIOLINM 3aIUTY MH(OPMALHH.



JAns  obecneuenus Gesomacroct I1[ln mpu  wux obpaGotke B
HHPOPMALIMOHHBIX CHCTEMaX OCYIIECTBIAETCS 3alMTa pedyeBod MH(BOPMALHH |
uHGOopMauuy, oOpabGaThiBaeMOil  TEXHMYECKMMH  CPeICTBAMH, a  TaKkKe
HHQOpMALKMK, TPEJCTAaBIeHHON B BUIe WHOOPMATUBHBIX AJIEKTPHYECKHX
CHIHAJIOB, GU3HYECKHUX I10JIeli, HOCHTeNel Ha OyMakHO#M, MAarHUTHOM, MarHUTHO-
ONTHYECKON U UHOM OCHOBE.

Ilo ctpyktype CIT/IH, Ha KOTOpBIE HampaB/eHa peann3arus MEpPONPUATHI
10 3alIMTe, BBIACISIOTCS CIIeAYIONIHE KIIACChl YIpo3:

— yrposel GesomacHoctu [1/{H, o6pabareiBaembix B MCII/JIn nHa 6ase

aBTOMATH3UPOBAHHOIO paboyero Mecra;

— yrpossl OesomacHoctu [1/IH, o6GpabateiBaemMbix B MCII/IH Ha 6ase
JIOKAJIBHBIX MHHOPMALIHOHHBIX CHCTEM;

— Yrpossl, peanusyemele B UCII/IH npu uX MOAKIFOYEHHM K CETSM CBS3M
00111ero noyL30BaHMs.

Hns  obecnevenns  GesomacHoctw I1JlH mpu  ux  obpaGoTke B

HHOOPMAIIMOHHBIX CHCTEMAX MTPOBOSATCS:

— obcnenoBanne u opopmIeHHe NOKyMEHTa O Klacce HH(MOPMALMOHHOM
cucreMbl OOO «YK BaxutoBckoro paifoHa», onpesenenuie crocobos u
cocraBa  cpeacts  saumThl  MHGopmauun  (C3M), paspaGorka
TEXHHYeckoro 3azanus (T3) Ha co3gaHHe KOMIUIEKCHOH CHCTEMBI
3alMTBl MHGOpMALKMK, B TOM 4HCIe pa3paboTka MOJENH Yrpos,
MPOEKTUPOBAHHE;

— BBOJ B 9KCIUTyaTalMIO — 3aKylKa W HHCTAJUISLUSA CepPTHHUIMPOBAHHbIX
C3H, obyuenne nepconaa, u3anue MPUKa3oB O J0MyCKe nepcoHasa u
peraamMeHToB 06paboTku KOHGHAEHIMATBHOMH HHOPMALIHH.

2 Hean obecnevenns nudopMannoHHoi Ge30MacHOCTH

Crpareruyeckoii uensio  obecrieueHnss 6e30MaCHOCTH uHpopMalu B
MCT1s sBaseTcs 3aiuTa HHTEPECOB CyGHEKTOB MH(OPMALMOHHBIX OTHOLIEHMHA.
~lassas uenkb JOCTUraeTCs MOCPeCTBOM IIOCTOSHHOTO MOJIEPXKAHUS CIIEAYIOIIUX
£80#CTB HHQOpMalyK B poriecce ee 06pabOTKH, XpaHEHHs H Mepe1aun:

= HEJOCTHOCTU UH(OPMAIUHK;

— AoCTynHocTH 00pabaTeiBaeMolt HHPOPMALMK ISl 3apPerHCTPUPOBAHHbIX

MoJIb30BaTelIei;
— KOHOQHMIEHIHUATEHOCTH MH(OPMALIHH.

+

3 O0beKT 3aHThbI

OO6BeKTOM 3amuTEl sBIsSeTCS MHDOPMALMOHHAA CHCTEMa epCoOHaNbHbIX
SEsssix paboTHMKOB ¥ (usuyeckux Ui OO0 « VK BaxHTOBCKOro paiioHay»:
2) HadopmanroHHbIe pecypChI:
— HNEpCOHANBHBIE [aHHblE PAaOOTHUKOB U (HU3MYECKHX JHIL (MCXOIHAS
uHGOpMalHs, HHPOPMALKMOHHBIE 6a3bl TAHHBIX);




— HWHCTpYMEeHTalbHas uHQopMamus (mporpaMMHoe obecriedeHue), c
MOMOIIBI0  KOTOpoit  oOpabGaThiBaeTcs, XpaHHTCS H  IepenaeTcs
uHbopmarus [1/1H:

| 6) Texuuveckre HHMOpPMAIMOHHBIE cucTeMbl M cpeactBa OO0 «VK

Baxutosckoro paifoHa», B KOTOpPBIX 0OpabaThiBaeTcsl, XpaHUTCS M IEpeaaercs
usdopmanus [1/1x;

8) nomemenus o6vektoB OO0 «YK BaxuToBCKOro paifoHa», B KOTOPBIX
pasMelalTcs UH(POpPMALIHOHHBIE pecypcsl, U obpabaTbiBaeTcst
xoHOUIeHIMANbHAS HHpOPMAIIUS;

) TEXHHYECKHUE CHCTEMBI ’Ku3HeobecreyeHus, SNIEKTPOMHUTAHHS,

- DPOBOJHOIO BEIIAHWS, OXPAaHHOM CHUTHAIM3alMH, OOECNeYHBAIOIINe HIH
pasmenaemelie coBMecTHO ¢ ob6opynosanuem UCIT/IH.

KpuTHYHBIME CBOWCTBaAMH 0GBEKTA 3aIUTHI SBISIOTCS:

a) BO3MOKHOCTb PaspyILeHHs WK MOBPEXICHUS HHOOPMALMOHHBIX CHCTEM
- BEPCOHATBHBIX JIAHHBIX B pe3yJsibTaTe I0Kapa, 3aTOILIEHHs, aBapUH HMHKEHEePHBIX
CEcTeM KH3HeobecneyeHus;

0) BO3MOXHOCTh ~ NpEKpAIleHHsl  WIM  HApyIIeHHs  HOPMAJbHOIO

- @ymxumonupoBanns VICII/IH B pesynbTaTe TNOBPeKIEHHS OTAENBHBIX HX
IMEMCHTOB,
~ B) HECaHKIMOHMPOBAHHAS JIOCTYNHOCTh MH(M)OPMAIMH, BHIPAKAIOMIASCS B
BOIMOKHOCTH:

— HENOCPEJICTBEHHOIo J0CTyna K HWHPOpPMAllMM, HaXOAsIeidcs Ha
[E€PBHUYHOM WM BTOPHYHOM HOCHTENE, B TPAHCIOPTHOH cpeie
fiepefayu; BO3/JEHCTBHMS Ha HOCUTENIb WM TPAHCIOPTHYIO Cpeay C

a UENBI0 MEepIIOCTpalliM, OTYYXKJAEHHWS, KOMHPOBAHHWA, H3MEHEHHS,
NOAMEHBI ¥ YHUYTOXXEHUS HHPOPMALIHH;

- = HOpAMOro WM KOCBEHHOro nocrymna k obopymosBanuio MCII[IH u
TPAHCIIOPTHON Cpejle Tiepeflayd C IeNbl0 [OJyYeHHs J0CTyna K
~ mHGOpMaIMH (HECAHKIIHOHUPOBAHHBIN OCTYI);

 — mepexsara peyeBoil HH(POPMALMH 1O aKyCTHYECKHM U JIpYTUM KaHajlam

YTe4KH (MOACTyIIMBAHHE).
4 Cy6bexThl HHPOPMAUHOHHBIX OTHOIIEHHIH

;I—

Cy6rexramu HHPOPMALIHOHHBIX OTHOLIECHHUIT SIBISIOTCS
Paborauky (cyObexThl) — hU3MYECcKHe JULA, COCTOSIINE B TPYAOBBIX M
HHBIX rpaxaaHcko-npaBoBbiX oTHomeHHsX ¢ OO0 «YK BaxutoBckoro
PpaiioHa»-0repaTopoM;,
— ©usuueckne mua (CyOBEKTHl TNEPCOHATBHBIX JAaHHBIX) - JIMIA,
- obpamaiomyecs ¢ 3asBIEHUsIMH, kanobamu, npemiokenuamu k 000
«¥K BaxuToBcKoro paifoHa»-onepatopy (rpaxaaHe, HHIHBUIYyalbHbIe

BpEANPHHUMATEITH U IPYTHEe KATEropHu Cy6heKTOB).
Bl
- Hepeuncrnennsie CyOBEKTBI UH(POPMALIHOHHBIX OTHOLLEHHH

B obecrnieueHnH:
SOHOMACHIMANLHOCTH  (CoOXpaHeHHss B  TaifHe) uH(OpMaLuH B



v

COOTBETCTBHH ¢ Tpe6GoBaHMIMY poccuiickoro 3aKOHOZaTeNbCTRA;
f — JOCTOBEpHOCTH (MONTHOTEI, TOYHOCTH, anekBaTHOCTH, LeT0CTHOCTH)
HH(OpMarriu:
~ 3ALHTBI OT HABA3BIBAHHS MM JIOKHOH (HemocTOBepHOI, MCKaXeHHO )
HHpopMmar iy (To ecTh oT AesuHpopmanmy);
— CBOE€BpPeMeHHOoro AOCTYna (3a mnpuemnemoe ATA HHX Bpems) g
HEe00X0MMMOii 1y HH(OpMaIHy:

Yrpossr HeI0CTHOCTH AGHHBIX, nporpamm, armnapaTypel. Peanusyrorey
ASHKIHOHMPOBAHHOM YHHUYTOKEHHH, Monupukanuy AaHHBIX, MOPOXKAEHUK
SSCEOHLIMPOBaHHbIX AQHHBIX, 3anepxkke u Hapynienuu Mapupyrusanuu

SEIX B KaHalax Cps3y.

3 Yrposkr AOCTYITHOCTH aHHBIX. Peanmylo'rcx [IPH Cco31aHuy YCII0BH,
= 3AKOHHLIH NoJTB30BaTens wiy npouecc He nonyyaer CBOEBpEMEHHOro
Y2 K JaHHEIM HJIH pecypcam CHCTEMBI, KaHamam cBs3y,

AOK IPoBeneHns KonTpoLHLIx MEponpusTHii u felicTBHIi Mo
Pe3yabTaTam kourpons

1T PDOJTE 3aKiroyaercy B ITpoBepke BBITIOJTHEHU Y TpCﬁOBaHPH;'I

3¢ dexruBHOCTH TIPHHATBIX  Mmep. Kontpons  moser
KOMHCCHEH, cosznannoi; B OO0 «VK Baxurosckoro paiioHa», uy
#HOH OCHOBE CTOPOHHHMY OPTaHH3ALMAMH, NPy Hamuyuy JTUUEH3UH Ha
SOCTS 10 TeXHUYeCKoj 3allnTe KOHGUACHIMA T HO} HH(pOpMaruy,
OCHOBHBIX  Bompocog obecrievenus 3alMTBl  []]Ig



Tpunoxenus k ITono¥keHHIO 1O OPraHW3alMK M IPOBEJECHUIO PaboOT IO
SecriedeHnio 0e30NmacHOCTH TEepCOHANBHBIX JAaHHBIX TpU MX 00paboTke B
HOOPMALMOHHEIX cucTeMax nepcoHanbHbIX HaHHBIX OO0 «YK BaxuToBCKOro
2i0HA» ABIISIOTCA CAMOCTOSITENBHBIMU JIOKyMEHTaMH W €ro HeoTheMJIeMOM

“TBIC
CnHcOoK MPHIIOKEHHIH:
Tlpunoxenve Nel. TpeGoBamus 10 obecreyeHuro  0Ge30MacHOCTH
SOHATBHBIX JIAHHBIX MNpU HX o6paGoTke B WHAOPMAIMOHHBIX CHCTEMax
sosanbHbix AaHHbIX OO0 « YK BaxuToBckoro paioHay.
Tlpunoxenne  Ne2.  Cxema  NOAKMOYeHHH — WHGOPMALMOHHO-
rensHoM cetr (JIBC) OO0 «YK BaxuToBckoro paiioHa», y4acTBYIOIIMX
SOTKE MEPCOHANIBHBIX TaHHBIX.
punokerne Ne 3. PekomeHJalMi [0 HCMOJB30BAHUIO NPOrPAMMHBIX H
fBIX CpEJCTB 3auuThl HMHGOpMALMH M obecreyeHHI0 Oe30MacHOCTH
BHBIX JaHHBIX NpU UX 00paboTke B HMH(POPMALMOHHBIX CHCTEMax
HBIX JJaHHBIX.




[Tpunoxenne Ne |

K [TonoxeHuto Mo opraHu3auuu 1
HpoBeIeHHIO PaboT 1Mo 0becrnevyeHuIo
0€301acCHOCTH MePCOHATBHBIX JJaHHBIX
1pu ux 06paboTke B MHPOPMALIMOHHBIX
cucTeMax rnepcoHalbHbIX AaHHbIX OO0
«YK BaxurtoBckoro paiioHa»

TPEBOBAHUSA
no obecneyeHu10 6€30MACHOCTH MEPCOHANBbHBIX JAHHbIX
npu ux o6paborke B HHPOPMAIHOHHBIX CHCTEMAX
nepconabHbIX JaHHbIX 000 «YK Baxurosckoro paiona»

Ilpu opranmzaiii ¥ OCYIIECTBICHWHM 3aIlUTHl TMEPCOHAIBHBIX daHHBIX

IL05) HeoOXOAMMO pPYyKOBOJCTBOBATBCA TPeGOBAHMSMHM HOPMATHUBHBIX W

STOAMYECKUX JOKYMEHTOB I10 3auuTe MHGOpPMALMA B aBTOMATU3MPOBAHHBIX

wremax (MHPOpPMAIMOHHBEIX CHUCTeMax IepcoHalbHbIX AaHHbIX — WCIT/IH),

SwTEiBas pU 3ToM, uTo I1/[H, B COOTBETCTBHH C ®enepanbHbIM 3aKOHOM OT 27

2 2006 roga Ne 152 — @3 «O nepcoHanbHbIX TaHHBIX» U Yka3zoM [Ipe3unenta

"> Ne 188 o1 06.03.97 1., oTHECEeHbI K KOH(pUIEHIMATBHON HH(pOPMAIIHH.

- llpu nposesennn wmeponpuatudt mo 3ammre I/l yuuTeiBaercs, 4rTo

SOODMALMOHHBIE  PEeCypChl  MOJABEPXKEHBI IMOTEHIMATbHBIM  BHEIIHUM U

EVIPEHHHM Yrpo3aMm, BeIyLIMM K MOTepsM KOH(PHAEHUHAIBHOCTH, JOCTYITHOCTH

WENOCTHOCTH MHPOPMALIMOHHBIX PECYPCOB.

HCTOYHUKH yrpo3bL:

— moau (HenoOpocoBecTHbIE BHELIHWE W BHYTPEHHHME I10JIb30BaTeH
HH(OPMALIMOHHEIX PECYPCOB);

— asapuM (ommbKK noib30BaTeNs, ONUOKH aIMHHHACTPATOpA);

— OTKa3  amnmapatHoro  obecrnieyeHuss  (OWKMOKM  MPOrpamMMHOrO
obecnieyeHus, 0TKa3bl HHAYCTPHATBLHOIO 000py10BaHuS );

— mpupoaHble (akTopbl (CTUXHiHBIE OeACTBUS, acTpodH3HUUecKHe
ABJICHUSI, OUOTIOTHYECKUE SBIICHHUS ).

Y Ipo3bl yBETHUMBAIOT PUCKH 0€30I1aCHOCTH, MTPEJICTABIISIONIME COOO:

 — HEeaBTOPU3MPOBAHHKIN IOCTYII B CETH,

~ — HEaBTOPU3MPOBAHHOE PACKPBITHE WH(OPMALIUH;

 — HEaBTOPHU3UPOBAHHYIO MQOIM(HUKALUIO [JaHHBIX MM MPOrPaMMHOIO

obecreyenus;

— paspyuienye GyHKIMH ceTH (HeJOCTYITHOCTh JaHHBIX U CEPBHCOB).

Hanuure pHUCKOB 6Ge30MacHOCTH TpeGYIOT BBEIEHHS Mep 6e30MacHOCTH.

SE30MacHOCTH JOJDKHBI rapaHTUPOBATh:

KOHOUAEHIIHATBHOCTB;

HUENOCTHOCTE;




— JIOCTYITHOCTH MH(OpMaIUH;

— CBOEBpPEMEHHOE I0JTy4YeHHe OTYETHOCTH;

— (wusnyeckyro 6e3omacHoCTs HHPOPMALIUH;

— KOHTpOIIb J0CTyNa K HHpOopMaIuu.

Hudopmanmonnast 6€301acHOCTh NMpeaycMaTpUBaeT:

— MPOLEYPHYIO (aIMMHHCTPATHUBHYIO " OpraHU3allHOHHYIO
6e30macHOCTS);

— 0e30macHOCTh NepcoHana;

— (dusuyeckyro 6€30MacHOCTE;

— 0e30macHOCTb CHCTEMBI;

— 0e30macHOCTh KOMMYHHUKALIUH.

O6ecneuenne GeszomacHoct II/lH mpu ux obpaborke B HCITIH

WIaeTcs IMyTeM UCKIIOYEHHUS! HEeCaHKUMOHUPOBAHHOINO, B TOM YHUCIIE

YSaHHOro J0CTyna K INepCOHAJbHBIM JaHHBIM, Pe3yJbTaTOM KOTOPOro MOXET

% YHHYTOXKEHUE, n3MeHeHue, OJIOKUpOBaHKe, KOITUPOBaHHe, PaClpPOCTPaHEeHH!E

SOHANBHBIX JIAHHBIX, a TAKKe WHbIE HECAHKIIMOHUPOBAHHbBIE 1eHCTBHS.

Meponpusituss no obecrniedenuto Ge3onacHoctu [IJIH mpoBoasTcs B

or knacca WCII/IH ¢ ydyeToM BO3MOXHOIO BO3HHUKHOBEHHS YIrpo3

@CHOCTH JKU3HEHHO Ba)KHBIM MHTEpecaM CyObeKTOB NepCOHANBHBIX JaHHbIX.

Ilpu obecneuenun GezomacHoctd [IJIH  TMPOBOAATCS  MEPONPUATHS,

HHBIE HA:

— npenoTBpallleHde HecaHkKuuoHupoBanHoro gocryna (HCI) x I1Ix u
(MIM) nepeayy UX JIMLaM, OpraHU3alksiM, He UMEIOLIMM ITpaBa JA0CTyra
K Tako uHpopMaluu;

— cBoeBpeMeHHoe oOHapyxeHue ¢akroB HCJI x I1/1H;

— HEJOIylIeHHe BO3JICHCTBUSA Ha TeXHUYECKHe cpeacTsa
aBTOMAaTH3MpOBaHHOM 006pabotku [1/IH, B pe3yibTaTe KOTOPOro MOKET
OBITh HapyIIEHO UX (QYHKIIMOHUPOBAHHE;

— onepatuBHOro peseppupoBanus uHGopmauuu B UCIT/IH;

~ BO3MOXHOCTH HE3aMeUIUTEIIbHOTO BOCCTAHOBJICHUS [T/1H,

MOIH(DUIHPOBAHHEIX WK YHHYTOXKEHHBIX BeneacTeue HCJI k HuMm;

TNOCTOSAHHBIM KOHTPOJIb 3a obecrneyeHneM ypoBHs 3auumeHHoctd [1/1H.

>ecnieyeHre OesonacHocty [IJ[H ocymiecTBisieTcsi TMyTeM BBITIOJTHEHHS

C4 OpPraHu3allMOHHBIX U TEXHUYECKUX MEPOINPHATHH, pealusyeMbiX B

mnanaeMon CHCTEMBI 3alIUThI nepcoHaNbHbIX qaHHbIX (C3I1/1H).

SEPYKTYPa, COCTaB 1 OCHOBHBIE ¢bynkuun C3I1/IH onpeaenstoTcs UCXOAs U3

MCTLs, uenonssyemsix B OO0 « YK BaxuToBCKoro paiionay.

Ul BKIIOYAaET OpraHU3alMOHHbBIE Mepbl M TEXHUYECKHE CpeJCTBa

- mEdopmalMyM (B TOM YHcle IM@poBaibHble (KpunTorpaduyeckue)

. CPE/CTBA IPE/OTBPAIlEHUS] HECAHKIIMOHUPOBAHHOIO JOCTYIA, YTEYKH

ZHH 110 TEXHUYECKUM KaHajlaM, MPOrpaMMHO-TEXHUYECKUX BO3EHCTBHIMA

seckne cpeactBa obpaGorku [1/IH), a Takke HCIIONB3yeMble B

YHHOM cucteMe HHGOPMaMOHHBIE TEXHOJIOTHH.




ITox opranusaumei obecnieuenust 6e3omnacHocty IT/IH npu ux o6paboTke B

MCT I8 nonumaetcst popMHpPOBaHKE COBOKYITHOCTH OCYILIECTBISIEMBIX Ha BCEX
crammax xku3HeHHoro uukia UCTI/IH cornacoBaHHBIX IO LI, 3a/a4yaM, MeCTy M
BDEMEHH MEpPOIPHUATUH, HAllpaB/IeHHBIX Ha MpeJoTBpalleHue (HeHTpallu3aluio) U

~ mapmposanue yrpo3 OGesonacHoctu I[I/ln B MCII/IH, Ha BOCCTaHOBIEHHE
sopmansHoro ¢yskiuonupoBanus WCII/IH nocne HedTpanu3aluMM Yrposbl, ¢

BENRI0 MMHMMM3ALUH KaK HEeIroCpeACTBEHHOr0, TaK M OMOCPeJ0BaHHOTO yiiepba

0T BO3MOXKHOM peayusanuu Takux yrpo3. O6ecneyenue 6e3ormacHoctu 111 mpu

_ =x obpaborke B aBToMaTH3mpoBanHEX MCIT/H IIPOBOJUTCS IyTEM BBIITOTHEHHS

WOMIIEKCA OpPraHM3alliOHHBIX M TEXHMYECKMX MepONpHATHH (IpUMeHeHHs

 TEXHMYECKHMX Cpe/ICTB), B paMKaX CUCTEMBI (TTOACUCTEMEBI) 3alIHThl T€PCOHATBHBIX

 BAEHLIX, passepteiBaemoii B ICIT/IH B poriecce ee co3aHusi UM MOJAEPHHU3ALIUN.
Ilopsimok opranmsanuu obecrieyenuss OeszomacHoctd [1Jln B UCIIJIH

BpeayCcMaTpHBaeT:

— OLEHKY 00CTaHOBKH;

— obocHoBanue TpeboBaHuii 1o obecrnedyeHuro OGesomacHocTd I[1JIH u
bopmynupoBanue 3anayq 3ammTel [1/1H;

— paspaborky mnpoekra obecneuenus OesomacHoctd [1/IH; BbIGOp
nenaecoobpasHelx crocoboB (Mep W cpeactB) 3amuThl I1/[H B
COOTBETCTBHH C 3a/1a4aMH U IIPOEKTOM 3alHThI;

— PpelleHre BONpOCOB yIpaBieHus obecnieuenuneM OezomacHoct [1/H B
JAWHAMUKE U3MEHeHUs O0OCTaHOBKM M KOHTposis 3(hGhEeKTHBHOCTH
3aLLUTHI;

— obecneyeHne peanusaiy MPUHATOIO MMPOEKTA 3aLUTHI;

— IUIAaHUpOBaHHe MeponpusaTui no 3ammure [1/1H;

— OpraHM3auuio 4 I[poBeJeHHe paboT MO CO3AAaHHIO CHUCTEMBI 3aIUTHI
nepcoHanbHeix  gaHHeIX  (C3[1[lH) B pamkax  pa3paGoTku
(monepumszamu) WCIIJH, B TOM 4HClAe C  [pUBIEYEHHEM
CMELHaNW3UPOBAaHHBIX CTOPOHHUX OpraHM3alMii K paspaboTke U
pasBepthiBanuio C3IIJJn mmm ee snementoB B MCII/H, pemenue
OCHOBHBIX 3aJa4 B3aUMOJEHCTBHS, OINpelesieHHe UX 3aaa4 ¥ (DyHKIIHiA
Ha pas3IMYHbIX CTAAusAX co3anus U skcruryatauuu UCIT/H;

— pa3paboTKy JOKYMEHTOB, PerJaMEeHTHPYIOIIMX BONPOCHI OpraHMW3alliy
obecneuenns 6ezomacHoct I/ u sxcruryarauuu C3IT/Ia B UCTT/IH.

B wunTepecax TexHuyeckoro oGecrnedeHus GesomacHoctd I1JIH mpu mux

e B UCII/In, B 3aBHCHMOCTH OT Kiacca WH()OPMAIMOHHOW CHCTEMBI

ObITh npoBeneHsl Meporpustus no 3ammre or HCJ x IT/la npu ux

e B UCI1/IH.

B cocraB mMeponpustuii no 3amure [1/{# npu ux ob6paborke B UCIT/IH ot

H HENpaBOMEPHBIX JEHCTBHH BXOJAT CIIEAYIOLIME MEPOIIPUSATHS:

— 3awmmta or HC/I npu ogHomone3oBarenbckoM peskume obpaborku T1/1H;

— sammra o1 HCJI npu MHOromnosnb3oBarensckoM pexume obpaborku I1)1x
¥ PaBHBIX NpaBax J0CTyna K HUM CyOBEKTOB J0CTYIIA;



— 3ammTa ot HCJI npu MHEOronons3oBatensckom pexume obpabotku I1/1H
H PasHbIX NpaBax J0CTyNa;

— 3alMTa HHYOPMALIHH PH MEKCETEBOM B3aumozeicteun UCIT/Ix;

— AaHTHBHpYCHas 3aluTa.

Meponpusitius 10 3ammre [T/ln  peamusyrorcs B paMKax IOJACHCTEM:

CHHA  NIOCTYTIOM, DErHCTpallil W y4vera, oOeCHeYeHHMS LIEJIOCTHOCTH,

rpadudeckoii 3ammrel, AHTHBUPYCHOM 3aIIUTEHI.

Meps1 6e3onacuocTy I1/[H n0mKHEI rapaHTHPOBATh:

~ KOH(MUIEHIMATLHOCTE;

— LEJIOCTHOCTE,

= JAOCTYNHOCTb UH(OPMAIHH.

Meponpusitus no o6ecreuennro 6esonacHocT npenycMaTpuBaor:

= 00O «YK Baxutosckoro panioHa» 1oCTynoM;

— PErHCTpalMIO U yyYer;

— obecneyenne LIEJIOCTHOCTH;

— KOHTPOIb OTCYTCTBHS HENeKIapHPOBAHHBIX BO3MOXHOCTEI;

— AHTHBHPYCHYIO 3allUTY;

— obecreyeHne Ge30MacHOro MexceTeBoro B3aUMOJICHCTBHS;

— aHAJIK3 3alIUIIEHHOCTH.

[loacucremer ynpasnenus AOCTYIIOM H DPErucTpallMM H y4era HOKHBI

PEAIM30BBIBATECSE  Ha  Gase POTPaAMMHBIX  CPEeACTB  GIIOKMpOBaHHs

HECAHKIIHOHUPOBAHHBIX  JIeHCTBHIA, CHTHAIH3aUMM ¥ PEerucTpaluu. 7o

CHCLHANbHBIE, He BXOAAINNE B SAPO KaKOH-THGO ONEpPaLHOHHON CHCTEMBI

NporpaMMHbIle U MPOTPaMMHO-aNnapaTHble  CPEACTBA  3ALUMTHI  CAMMX

ONEPALHOHHBIX CHCTEM, JJIEKTPOHHBIX 6a3 JAHHEIX NIPUKIaIHBIX TTPOrpamM.

OHH BBIMONHSIOT byHKIMH 32T CaMOCTOATEIbHO MIIH B KOMILIEKCE C IPYTHMH

CPEACTBAMH  3alUMTHI M HampaBieHbl Ha HCKIIOYEHHe WIIM  3aTpy/HEeHHe

BBITIONTHEHUS OIIACHBIX JEHCTBUI MOIB30BATENS MK HapyLIUTEIS.

Cpencra nuarHocTHKM nOIKHEL OCYHIECTBIIATE TeCTHpOBaHue (haiioBoit
CHCTEMBI U 0a3 NaHHBIX, MOCTOSHHLIN cbop uHbopManuu o yHKIHOHUpOBaHIH
JIEMEHTOB NIOICHCTEMEI 0GecTedeHus 6e30nacHOCTH HHpopMamy.

Cpenctsa ynuutoxenus Ip€AHa3HAYEHbl JUIi YHHYTOXKEHHS OCTATOYHBIX
AQHHBIX U JOJIKHBI Npe/lyCMaTpHBAaTh aBapHHHOE YHHYTOKEHHE JAHHBIX B cllyqae
YIPO3bl HECAaHKIMOHUPOBAHHOIO Aoctyna (HCJI), xotopas He MokeT 6bITh
Os0kHpoBana creTeMoi,

CpeactBa  curnanmsammu MPEIHA3HAYEHBl  [UIS  MperynpeskaeHus
ONepaTopoB (rosb30Bateneil) mpu ux OOpalleHnH K 3aIMIAEMBIM TaHHBIM K VISt
MPEAYNPEeXKACHUS aIMUHUCTpaTODa pu obHapyxkennn (akta HCJI, uckakennn
MPOTPaMMHBIX CPEICTB 3alIMTHI, BHIXOAE WM BBIBOJIE M3 CTpOS amnmapaTHbIX
CPEACTB 3allMTBL M O ;pyrux akTax HapymeHus mITaTHOrO pexuma
$ysKIHOHMpPOBaKHUS.




[Toacucrema ofecniedeHds LETOCTHOCTH JOJKHA OBIThH peasn3oBaHa
ONEpallMOHHBIMH CHCTEMaMH M CHCTEMaMH YIpaBjeHHs 0a3aMu JIaHHBIX.
Cpencrtsa  moOBBIIEHMS  JOCTOBEPHOCTH M OOECMEYEHHS  I€JIOCTHOCTH
N€pellaBaéMbIX NaHHBIX M HAJEKHOCTH TpaH3aKLWii, BCTpaMBaeMble B
ONCpallHOHHBIE CHCTEMBI H CHCTEMBI YIpaBlieHUs 6a3aMu JaHHBIX, OCHOBAHBI Ha
pacueTe KOHTPOJNBHBIX CyMM, YyBelOMJIeHMM O cGoe B mepegaue rakera
COO0LIEHHS, TIOBTOPE TNepe/1auy He PUHATOrO MaKeTa.

Iloncucrema KOHTPONS OTCYTCTBHS HeNEKIapUPOBAHHBIX BO3MOKHOCTEI
I0JKHA peali30BBIBATECA Ha Oa3e CHCTEM yrpaBlieHHs 6a3aMM JaHHBIX, CPECTB
3aIUThl KHQOPMAIIHH, AHTHBHPYCHBIX CPEJICTB 3aLATHI UH(OPMaLUH.

Jis  ocyluecTBneHHs pasrpaHMYeHMs JOCTYNA K MH()OPMALIHOHHBIM
PECYpCaM NpH MEKCETEBOM B3aMMOJEHCTBUH JOKHO MPHUMEHSTHCH MEKCETEBOE
JKpaHUpOBaHHE, KOTOPOE pealu3yeTcs MPOrpaMMHBIMH W/HIH MNPOrpaMMHO-
allllapaTHBIMM  MEXCETEBBIMU dKpaHamMu (MD). MesxcereBoit 3kpaH JOKeH
YCTaHABIMBATBECA MEK/y 3alIMINAeMON CeThIO, HA3bIBAEMON BHYTpEHHeH, W
BHEILIHEH CeThi0. MekceTeBOl 3KpaH JOJKEH BXOIWTh B COCTAB 3alMIIaeMOn
ceTH. IIpu ero HacTpoiike OT/€/IbHO 3a/1AI0TCS TPaBHIIA, OrpaHHYMBaIOIINE JAOCTYII
M3 BHYTPEHHEH CeTH BO BHEIIHIOK W HA060POT.

[oacucTema aHanu3sa 3alMIIEHHOCTH JOJKHA peaiu30BBIBATLCA HA OCHOBE
MCTIO/Ib30BaHUA CPE/CTB TECTHPOBAHHS (aHaqM3a 3allMIIEHHOCTH) M KOHTPOIS
(aynura) 6e3onmacHocTy MH(GOPMALHH.

s paspaboTkm ¥ ocylecTBieHHs MEpONpUATUH 10 obecrneyeHuo
0€30MacHOCTH NepPCOHANBHBIX JAHHBIX npu ux obpaboTke B MH(OPMAIMOHHOMN
CUCTEME Ha3HAYaeTCs CTPYKTYpHOE MOApa3JelieHHe WM IOMKHOCTHOE JIHIIO
(paboTHHK), OTBeTCTBeHHBle 3a obecreyeHHe 6e30MaCHOCTH [EPCOHABHBIX
JAHHBIX.

Jlnna, A0cTynm KOTOPBIX K MEPCOHANBHBIM JaHHBIM, obOpabaTbIBaeMbIM B
MHQOPMALMOHHOH  CHCTEMe, HeOOXOAMM JUIS  BBINOJHEHHS CITY’KeOHBIX
(TpyHOBBIX) 06sS3aHHOCTEH, J(OJIKHBI JAOIMYCKAaTCA K  COOTBETCTBYIOILMM
NICPCOHATEHBIM AaHHBIM Ha OCHOBaHHMH YTBep)KIEHHBIX Ilepeuneil JOMKHOCTHBIX
JIL, AOMYIIEHHBIX K paboTe ¢ NepCcOHAIbHBIMHU JaHHBIMH,

3ampockl mons3oBateneit WHYOPMALMOHHON CHCTEMBI Ha MOJly4YeHHe
ICPCOHAJIPHBIX AAHHBIX, BKIIOYas JIML, YKa3aHHbIX B yTBEP)KIEHHBIX [Tepeunsix
AOJDKHOCTHBIX JIMLL, & Takoke GakThl NMPeOCTaBIEH s MEPCOHATBHBIX AAHHBIX 110
STHM 3alpOCaM AOMAHE! PErHCTPHPOBATHCS aBTOMATH3UPOBAHHBIMU CPeCTBAMM
MHDOPMAIIHOHHOMN CHCTEME! B SJIEKTPOHHOM JKypHalle oOpauenuit. Coaepxanue
3JIEKTPOHHOIO KypHana obpalienuit NePHOIUYECKH npoBepseTcs
COOTBETCTBYIOIMME JAOMEHOCTHBIMH JHIaMu  (pa6otHmkamu) 000 «VK
BaxuToBckoro paiiosas was ynoIHOMOYEHHBIMH THIAMHY.

IIpn obHapysesmm mapymesnwnii nopska NPeIOCTaBIEHUSI MEePCOHATBHBIX
AanHblX OO0 «VK Baxmwoscxoro paiioHa» yNONHOMOYEHHBIE NHLA [ODKHBL
HE3aME/UTHTEIBHO NPHMOCTASOSMTE NPEJOCTaBIEHHE IEPCOHANBHBIX  JAHHbBIX
TNOJIb30BATE/ISAM HHOOPMAIMOER0E CHCTEMB! /10 BBISBICHUS IIPUYHH HapyLLIeHUH U
YCTPaHEHHS 3THUX Npuims.




[Ipyu xpanenun marepraabHBIX HOCHTeNel MHPOPMALHHU C NIEPCOHAIbHBIMH
JAQHHBIMM (MM Apyrod  KOH(HIEHUMATLHOW  HH(OPMALHell)  JOMKHbI
CODIIIOAThCS YCIOBHS, 00eCIeYHBAIOIINE COXPAHHOCTD MEPCOHAIBHBIX JaHHBIX W
MCKIIIOYAIOIINE HECAaHKIMOHMPOBAHHBIA K HUM jocTyn. Ilepedens Mep,
HEOOXOAMMBIX JUIsl 0GECTIeYeH s TaKMX YCIOBHH, MOPAIOK UX MIPUHATHS, a TaKkKe

[IEPEYEHD JIHILI, OTBETCTBEHHBIX 3a peaiun3anmio YyKa3aHHbIX Mep, YCTaHaBJIIUBAKOTCS
OTIEJIBHO.



[Ipunoxenue Ne 2

K [TonoxeHnuto mo opraHu3aluu u
IIPOBEICHUIO PabOT Mo obecreyeHUIo
©e30MmacHOCTH NMePCOHAIBHBIX JaHHBIX
1pu ux 06paboTke B HHGOPMAILIMOHHBIX
cUcTeMax nepcoHanbHbIX JaHHbIX OO0
«YK BaxuroBckoro paioHa»

Cxema undopmaunoHHo-BeryucanTeNbHOM ceTn (MBC) 000 «YK
BaxuToBckoro paiiona», rie Begercsi 06patoTka nepcoHaNbHbIX JaHHBIX

g

) '

Hicnomeayercs SH3W Taxcuer




HOHCHHTCJIBH&H 3alliCKa

1. JIBC Haxozmutcs B [peienax AByX 31aHMM U 3aHUMaeT TPH 3Taxa.

2. Konuyectso Y3J10B, o6pabaTheiBarommmx [I€PCOHANIbHBIE TaHHBIE — 59,

3. Tononorus — 3B€31a, Tin — Ethernet 100Base—TX.

4. VyactHUKH  ceTy ABIIAIOTCS  UCTOYHUKAMU  u noTpedurensimu
HHDOpMaIHy.

5. Cets HCIONB3yeT cTek nmpoTokonos TCP/IP.

6. TenexoMMyHUKaIHOHHEE KaHaJIbI MpeA0CTaBIAIOTCS COrTacHo Horosopy
C IpoBaiaepamu:

® Ilpogaiizep 1: OAO « -

7. CkopocTHBIe XapakTepucTuky: JIBC — 100 M6ur/c.

8. AZIMHHHCTPHpOBaHHe U repeyeHp pabor OMpenensroTes
AIIMHHHCTpaTOpOM HHpOPMAILHOHHO] 6esonacHocTt 000 «VK Baxurosckoro
paioHay.

9. YuactHukn cern. KOTOPEIM  HeoGxomMM nocTyn B Unrepuer nns
BBITIOTHEHUS  ClyskeGHbIX obs3aHHOCTe, AOMYCKAIOTCS ¢ paspernenus
Pykosogurens OO0 «vK Baxurosckoro paioHa» U uMmeroT AOCTYI B rnobajbHyo
CETb B COOTBETCTBUH C paspemieHHBIMK NIOJITHOMOYHSAMH,

10. BHecenue H3MEHEeHul B TEIEKOMMYHHKAILIHOHHY O cxemy JIBC
fpou3BoauTcs pabotaukamu OO0 «YK Baxurosckoro PakioHa» (WM cTOpoHHeil
Opranmsaumeii no foroeopy umy KOHTpPaKTy).




ITpunoxenne Ne 3

K [TonoxxeHuto 1o OpraHu3aluy U
NPOBEIEHHIO paboT 1o 06ecrneyeH IO
6e30MacHOCTH MEePCOHAIIBHBIX TaHHbBIX
npu X 00paboTke B HHHOPMALUOHHBIX
cucTeMax nepcoHanbHbIX JaHHbX OO0
«YK BaxuTOBCKOIro paioHa»

PEKOMEHJALIUHA
0 MCNOJIb30BAHHIO NPOrPAMMHBIX H aNMAapaTHBIX CPEICTB 3ALUHTDI
uHpopMauun 1 obecniedeHHI0 6€30NACHOCTH NEPCOHANBLHBIX IAHHBIX NPH HX
o6paboTke B HHPOPMAIHMOHHBIX CHCTEMAX MePCOHATbHBIX TaHHbIX

Meponpusitus no 3aunmre IIJla mpu ux obpaborke B HCIIn ot
HECAHKIIHOHUPOBAHHOI'O JOCTYIIA U HEIIPABOMEPHBIX I€HCTBUH BKIIOYAIOT B ceOs:

— 000 «YK BaxuToBCKOro paioHa» J0CTYIIOM;

— PEerucTpauluiO U yYEerT,

— obecnedeHue 1eI0CTHOCTH;

— KOHTPOJIb OTCYTCTBHUS HEEKIapUPOBAHHBIX BO3MOXKHOCTEH;

— aHTHBUPYCHYIO 3aIlIUTY;

— obecneyenue 6ezonacHoro mexcereroro BzauMouencTeus UCII/IH;

— aHaJIu3 3allUIIeHHOCTH;

— oOHapy)XeHHe BTOPKEHUH.

JUnist BBIMOJTHEHMS BBIILIEHA3BAHHBIX TpeOOBaHUH, HEOOXOAUMO HANTNYHE
CJIEIYIOIIMX CPEICTB 3aLIUTHI:

— CPEJCTBO 3alIUThHI OT HECAHKIIMOHUPOBAHHOI'O IOCTYTIA;

— MEXCETEeBOM dKpaH;

— aHTHUBHPYC.

[Tpr BBIGOpE TOrO MM MHOTO CPEJCTBA 3alUThl OCHOBHBIMH KPHUTEPHAMH
oTOopa SIBISIOTCS:

— namuuue ceprudukaroB PCTOK, OCb;

— obecrneyeHre HEOOXOAMMOI0 YPOBHS 3aIlMThI;

— TMPOU3BOAMTEIBHOCTD;

— COBMECTHMOCTD;

— IPOCTOTA HACTPOWUKH U 31€cnnyaraunu;

— TeXHHWYeCKas MoJepiKKa;

- lIeHa.




